OTHYET
0 NIPOXOKICHUH NMPAKTUKH

00YYarOIMCSI TPYTIITHI

(xon 1 HOMep y4eOHOI TPyYTITIbI)

(pammnst, mmst, oTYECTBO OOYUarOIErocs)

Mecto IMPOXOKACHUA ITPAKTUKU:
O6p8.30BaT€JIBHaSI dBTOHOMHAasA HCKOMMCPUYCCKAA OpraHu3ausa

BBICHICTO O6p&30BaHI/I5{ «MOCKOBCKHM TEXHOJIOTHYECKUM HHCTUTYT»
(moyTHOE HaMEHOBAHKE OPraHU3aIINH)

PyxoBoauTens yuebHo mpaktuku ot MHCTHTYTA!

(pamuust, MMs1, OTYECTBO)
3aBeayromui Kadeapoit

(ydeHast CTeneHb, yUeHOE 3BaHHE, JOJDKHOCTB)

HOM NPAKTHKHU

NuauBuayanbHbIN IUIaH-THEBHUK y4eOHOW MPaKTHKU COCTABIIAETCS OOydarolMMcs Ha

3 Ha yy&o ARTUIKY e o HHOTO 3Tana
Hajiana Hbl @ Rad neM 3agglaHupPOBAHHBIX
CPOK ITONH o7

OtmeTRa 0 BbINOJHEHUH’(CIOBO «BBINOIHEHO0») yIOCTOBEPSET BBHIIOJHEHHE Ka)J10I0

JTalia CO0 T B, 3 M yae 000CHOBAHHJIrO IepPeHoca BBITOJIHEHUS
oTarna @ €. TCH4' COOLBEC amcafiﬂ 0J1 HU&HHOFO oTala
ICPCHCECHONAL . . ¥ B . [ |

Tabnuua WHIWBUAYATBHOTO TUIAHA- uka 3anosHsercs mpudrom Times New
Roman, pasmep 12, obopmieHre — oObIYHOE, MEKCTPOUYHBIA MHTEPBA — OAMHAPHBINA, OTCTYII
NIEPBOM CTPOKHM a03ala — HeT.

Ne Conep:xanue 3Tanos pador, B JaTa BbInoJTHEHUsI OT1meTka o
n/n COOTBETCTBUM C MHAUBHIYAJIbHBIM ITAnoB padoT BBINOJTHEHU U
3aJlaHUeM Ha MPAKTHKY

1 N3yuuts JIEATEIIBHOCTH BBIOPaHHOTO
MpeanpHUsITUs/IoApa3aeieHusl, KOoTopoe Oyzaer
SBIATBCS 00BEKTOM HWHMOpMaTm3anuu. OmnucaTth
OpPTaHM3ALMOHHYIO CTPYKTYpPY HPEANpPUATHS WIN
Mojipa3fiefieHHs] C IOMOIIBIO JUarpamm, CXem,
Tabmun. M3yunTs neiicTByronye B OpraHU3alliH
CTaHIAPTHI,  TOJIOKEHHUS W HWHCTPYKIIHH,
HCIOJIb3YEMYIO TEXHUYECKYIO JOKYMEHTAINIO;

2 | O3HakOMHUTBCSI C KpyrOM pellaeMbIX 3ajJad Ha

pabouem MecTe COTPYIHHUKA
HpeZIHpI/IHTI/ISI/ nmoapasacyicHusd, 4bsd ACATCIBHOCTD
TIO/ITICKUT rH(pOpMaTU3AIUH, 000CHOBaTh

HeoOxoauMocTh  mHGopMatuzanuu.  Omnucarb
(YHKIWY,  BBINIONHSAEMBbIE  COTPYJIHUKOM  Ha
pabouem MecTe. Coznarb CXEMBI
WH(QOPMALIMOHHEIX  NOTOKOB  C  TIOMOIIBIO




COBPEMEHHBIX [TPOrPaMMHBIX CPEJICTB
3 O3HaKOMUTBCA C OCHOBHBIMU TpPEOOBaHMSAMH K
nHpOpMaTH3aAHH

Uzyunts  ocobennoctn  UKT-mpoaykrtoB u
TEXHOJIOTHH, MPUMEHUMBIX AJIs1 HH()OPMATU3ALHH,
HaiiTu Hambonee ypadHble, IO BallleMy MHCHHIO,
TOTOBBIE PELICHHUS.

4 | Omucarp TpeOOBaHUS noTpeduTess K
pa3pabaTeiBacMOMY nH()OPMATMOHHOMY
npoaykty (cadt / 0Oaza JaHHBIX / MOAYJb
WHPOPMATIOHHOH CHCTEMBI). Odopmuth

TEXHHYECKOE  3aJaHHe Ha  CO3JaHHE WM
JIOpabOTKY TOTOBOTO PEIICHHS.

5 | Onwucars cpeiacTBa peajiv3allid  IPOTrPaMMHOIO
MPOJYKTa, BLIOPaHHBIE  CPEACTBA  JOJDKHBI
COOTBETCTBOBATh  COBPEMEHHOMY  COCTOSHHIO
TEeXHOJNOTUH  pa3paborku. Omnwmcarts mpoIece
WHCTAUISIIIMA ~ HEOOXOAMMBIX  IPOTPaMMHBIX
CpeACTB  JJIsl  BHEAPCHUS  IUIAHUPYEMOTO
IIPOrpaMMHOI0 MpOayKTa Ha
MIPEPUITUN/TIOIPA3ICTICHUN.

6 | llpuBecTn 1UIaH 3aTpar Ha CO3JaHHE IPOEKTA,
pealu3aldi0 ¥ BHEAPEHHE  MPOrPaMMHOIO

TIPOyKTa, BKJII0UAs QKJIaJ U NPEMHAILHYIO YaCcTh
3apaboTHOIA @ ATTH( @
PHUBIIEKAEMBIX cabian TpOR

nH(OPMATH3AIMH.
7 3y4uud 0OTHl 4 BBl
porpém 0 UBeCTH O
|— |
TOpUT 1aeMoro TIpo

CXHOJIOTU co3aa a1 U -
pMALHI IX
>r2email.ru
BI. T u
u

COCTaBJICHUA IUTAHOBOM OTUCTHOH
MOKyMEHTAIIMK TI0  YIPaBICHUIO TPOCKTAMHU
CO37aHUsl MPOTPAMMHOTO TPOIYKTAa HA CTaTUAX
JKM3HEHHOI0 IIUKIIA.

9 Omurcate  MOKyMEHTAIMIO  IIT  OT4YeTa |
MPE3CHTAUU  3aKa34uKy, (OPMbI JOKYMEHTOB,
dhopmar MIpE3eHTAaLUH, HEOOXOIUMBIE
MOJIb30BaTEILCKHE HHCTPYKIIHH.

10 | Odopmnenue otdera (TEKCT, pUCYHKH, YEPTEKH)
11 | Cmaua oTuera

« » 202 r.

OObyuaromuiics

(HOI[HI/ICL) H.0. ®amunus

2. TexHU4YeCKH OTUYET
(xapakTepHcTHKa TPOJIeTIaHHON 00y4arouMMcs paboThl, BEIBOIBI IO Pe3yJIbTaTaM MPAKTUKH)

B pamkax mnpakthku Obuta BBITIONIHEHAa pa3paboTka 3GEHEKTUBHOTO H



0e30IacHOro pemieHusl 3aJauyd  OpraHM3allMd  CBSI3U MEXAY YyJaJeHHBIMU
bunnanamu u oprcaMu NpeANpUsITHS Ha OCHOBE TexHoJoruu VPN.

JlokanbHast BeruucnutenbHas cetb (JIBC) — 3TO  COBOKYIHOCTH
anmapaTHOro M MPOTrpaMMHOrO oOecredyeHusi, OOBbEAUHSIONAs KOMITBIOTEPH B
€UMHYIO paclpelesiéHHYI0 cuctemy oOpaboTku M xpaHeHus wuHpopmanuu. K
anmnapaTHOMy OOECIEUEHHUI0 OTHOCSTCS KOMIIBIOTEpPBl, C YCTaHOBJIECHHBIMU
CETEBBIMM aJaNTEpaMH, IMOBTOPUTEIHN, KOHIIEHTPATOPHI, KOMMYTaTOpPbI, MOCTHI,
MapIIpyTU3aTOPhI U Jp., COSTUHEHHBIE MEXKTY COOOM CETEBBIMU KaOEIISIMHU.

OcHOBHBIE BO3MOXKHOCTH JIOKAJIbHBIX (KOMIIBIOTEPHBIX) CETEH:

oOMEH JaHHBIMU ((aitnammn);

COBMECTHOE HCIIOIb30BaHUE CETEBBIX pecypcoB ((aiiioB MaHHBIX U

pOrpamMm, MPUHTEPOB U JIPYroro o00py0BaHus);

oOMeH CcOo0O0Iy , s QOmcHME (o OHHAsT TouTa, TenedOoHus,
BHHGOKOH@)GP@HHHH);@ﬂ H 6 . pm

00p 51 CRHOM PROOZEY

ODZ‘HBSGEH pOi(QEO 50 LZ)@?KZ{(bopMauHH,

3aliuTa HHOPMaLHH.

10062 f2@@matro- -

abdexTuBHYI0 00padoTKa MHpOpMAII TIENA0T aKTyaJbHOW JaHHYIO palboTy

1EJIBI0 KOTOPOU SIBJISIETCS pa3padoTaTh MPOSKT pa3BepThIBAHUS CETH MEpeaaydn s
KOMITaHUH, KOTOPasi UMEET TEPPUTOPHUATIBLHO-PACTIPE/ICTICHHYIO UHDPACTPYKTYPY.

Komnanusa c¢ nonneim HanmeHoBanuem OOO IIK «BEHTKOMIUIEKCy
3apeructpuponana 30.10.2018.

Pon nesarensHOCTH — TOpProBIis ToBapaMu HAPOAHOTO MOTPEOICHUS.

Komnanus o6pazoBana B 2018 roay, unciensocts S00 ger.

OducHble moMenieHus: roJIOBHOro oduca pacrnonoxkeHbl Ha 1 staxe 11
CEKIIUU JoMa.

B 31anuu pacnosoxensl 7 momenieHuit (0hucon).

CtpykTypa rojIoBHOTO 0uca KOMIAHUU:

. [IpaBnenue



. byxranrepus

. Otnen UT u 6e3omacHOCTH

. Otnen MmapkeTHUHTa

. OTten JIOTUCTUKHU U TTIOCTABOK
. Otnen no paboTe ¢ KIIMEHTaMuU
. IOpunuueckuii otaen

[IpaBnenue. BrpinonaHseT aAMUHUCTPATUBHbIE (YHKIUU OpPTraHU3ALMH.
Ocy1ecTBiieT pPyKOBOJACTBO OpraHu3anueii, otrOop KaapoB, YIpaBlCHUE
(buHaHCOBOI, MPABOBOM U APYTMMH BUAAMH IESITEILHOCTH.

byxrantepus.  3aHMMaeTcs ~ BCEMH  HalpaBlIeHHs  OyXrajaTepcKou
NEATEeIbHOCTH Ha OpraHU3aluu.

Otnen urT u 0€e30I1aCHOCTH. Brimoanaser byHKIIN
MH(POKOMMYHUKAIIMOH rqu—“iﬁm e CTU TIPEINPUSITHA, & TAKXKE 32
pEIIEHHE BOMPOCOB op 5 " TH U OOCCIEeUYEHHUS OXPaHBI

“8:{800)-1 008272

BripaboTky MapKeTHHTOBBIX MporpamMm. M3rotoBieHue pekjIaMHON MPOTyKIIUU.

622 COmait:ru

Otnen JOTUCTUKUA M TTOCTaBOK. BHOHW (MpHOBLICOOpa3yIOMHK OT/Ie).

HenocpeacTBeHHO 3aHWMAETCsl BOMPOCAMU 3aKYIKH, JOCTaBKH, PacIpeeICHUs
TOBApPOB IO TOPTOBBIM TOYKaM.

Otoen mo pabore ¢ kiMeHTamu. OpraHu3oBBIBAET M 00€CIEUMBACT
B3aMMOJCHCTBHE MEXAYy KOMIAHHEH M KIWEHTaMH (KOHCYJbTallid, OTBETHl Ha
BOMPOCHI, pelieHue npodiem u T.4.) Kpome Toro, orBedaer 3a paboTy AEKYpPHBIX
ciy k0.

KOpuanueckuii oTnen. 3aHUMAaeTCs BOIIPOCAMHU IOPUAMYECKOTO 00eCTIeUeHuUs
NesITeIbHOCTH KOMITaHUU.

Komnanus mMeeT TeppuUTOpPHAIBHO-PACTIPECICHHYIO apXUTeKTypy. MMeer
B CBOEM cocTaBe 7 (QuuuanoB (CKIaabl, Mara3uHbl, TPaHCIOPTHBIA CEKTOP,

T'OJIOBHOM 0(puC)



Yucno ¢unmanos: 7

Yucno padbounx mect B punuanax: 60/60/20/10/90/90/4

s pacyeta TOYHOrO TpaduKa, BHI3BIBAEMOTO OJHUM TOJH30BaTEIIEM,
HEO0OXOIMMO OY€Hb JOPOTOCTOsIIIee 000PYAOBAHUE UK TIPOrpaMma, KOTOpbIe Obl
OTCJICKUBAJIU MOTOKU MPUXOISAIIMX U YXOJIAIIMX MAaKeTOB Takux Kak SolarWinds
Real-Time NetFlow Traffic Analyzer, Colasoft Capsa Free, Angry IP Scanner.
[ToaTomy nipu pacdere OyZeT OLIEHUBATHCSA TpadUK MCXOS U3 MPEIIoiaraeMbIX K
VICITOJIb30BAHUIO NPUJIOKEHUN.

Campblit 607111101 TpadUK CO3AI0T CIETYIONTNE TPUITOKECHHUS:

— 1C byxrantepusi (BKjIrouaroIias B ceOs pasHOOOpa3HbIe
OyxraiaTepckue GopMbl U OTUETHI);

— I'MC ToproBis (coaepXuT MNpaBoBble 0a3pl U

IOPUINYE KQHEYFbZaN 1N )
“OMHO P
acc oy CJrONO 1T s
&ﬂecamini TorjajD @KEEZZTHZ,ZT@HMH B
OCHOBHOM,U TMQIL3MIOTCI, O a, eT pazmep 2 Mp. B cpeanem ogHOMy
Honb¢ éngﬂiH m@LIT .cr kdaepa 10-15

AJIEKTPOHHBIX Tabmwuil. Clie10BaTeNIbHO, OXOUMBIN 00BEM I 3arpy3KH PaBeH
30 MO. Temepp paccuMTaeM BpeMsl pEakUUH CHUCTEMbl M  MPOIYCKHYIO
cnocoOHocTh st Fast Ethernet u Gigabit Ethernet, nmpu ycnoBuu, 9to st o6oux
TEXHOJIOTUH OyJeT HCIOJIb30BaThCS OJWH M TOT ke o0veM B 30 MO. [lus
texnojorun Fast Ethernet wMakcumanpHOe ©W  MHHUMAJIBHOS  3HAYCHHE
WHTCHCHUBHOCTH NEpeaadyu KaJpOB COCTABJISIOT:
V e = 8130 K/c
V vace = 148810 x/c

MuHuManbeHbI pa3Mep Kajapa cocrapisier 64 0aiita, a MakcuManbHbI 1518
OaiT.

Jlns Toro 4Ytro OBl paccyuTaTh BpeMs PEAKIHUH CHCTEMBI TEpeBeeM



noryuyeHHbI 00beM 30 MO B MmakeThl.
30 M6 =30%1024*1024 = 31457280 Gaiit
31457280*8 = 251658240 6ur
YToOBI MOMYYUTH MAKET
251658240 / 1518 (makcumaibHbIN pazMep kaapa) = 165782 nakeTos
Bpewms peaknuu t
t=165782/8130=20,3c

[IpomyckHasi cmoCOOHOCTh PACCUUTHIBACTCS: MEpeiaBaeMblil 00beM IENUTCS
HA BpeMsi TMepeladd, TakuM oO0pa3oM TMOJydyaeM MHUHHUMAJIbHOE 3HAauYeHHe
nponyckHol criocooHoctH (Fast Ethernet ckopocts nepenaun 100 Mout/c)

251658240 6ur / 20,3 ¢ = 100 M6ut/c

Takum 00pazoM, ToJly4aeMm, 4TO B HauWXyamieM ciydae Juisa mnepemadu 30
M6 uepe3 100 MouTH altij_(i YH/BIL.
Teneps onpene T€ onoruu Gigabit Ethernet.
3 (800) 1@@%2 (2

Bpewms peakuuu t

1006272 @mait.ru

[TponyckHast cnocoOOHOCTB ISt aBHa:

251658240 6ur / 2 ¢ = 120 MOut/ ¢

Tpaduk ocTanbHBIX MPUIOKEHNH TpuMepHO paBeH Tpaduky 1C.

Bonbmme o0bembl MokHO TiepenaBath yepe3 100 u uepez 1000 Mowut/c, a Ha
MEHBIIUX CKOPOCTSIX He Oyner omrymarbest 3(p(MEeKTUBHON OTAauM OT JOKAJIbHOU
CEeTH, BEJIHMKA BEPOSTHOCTh MEperpy3ku KaHaja. 3aMEeTUM ellle, YTO Jake IPOCTON
JOKYMEHTOOOOPOT Ha CETOJHAIIHUIN J€Hb MOYKET COCTABIIATH JECATKU METadair.
ITo sToii mpuunHe BrIOOP Aenaercs B noab3y 100/1000 MOutHoro kanasa.

JUis AOCTMXKEHMS IMOCTABJIEHHOM LEAM HEOOXOIUMO PEIIUTh CIETYIOIINe
3aJ1auH:

BBIOPATH CETEBYIO TOIOJIOTHIO;

pa3paboTath (PYHKIIMOHAIBHYIO CXEMY CETH;



BbIOpaTh TpeOyemyro (Qu3MYecKylo cpeay: Kabenb WM 00OCHOBAThH
rcnonab30Banue TexHojgorun WiFi;

paccuuTaTh U BBIOpAaTh KOMMYTAIMOHHOE OOOPYJOBAHME AJISI KaHAJIBHOTO
YpOBHS;

npoBectd [P-rutannpoBaHue moAceTed: BbIOpaTh E€AUMHOE  aJPECHOE
IPOCTPAHCTBO, paccuuTaTh TpedyeMoe KOJMYECTBO IOJICETel M 3JIEMEHTOB B
KaXJIO0W CETH, paccuuTaTh aJPECHOE MPOCTPAHCTBO, NMAINA30H aJPECOB, MACKY
MOJICETH U IUTI03 TI0 YMOJIYAHUIO JUIS KaKJOTO CErMEHTa;

chopMHpPOBATH TAOIMIIBI MAPIIPYTU3ALNHU JUISI KAXKI0T0 MApIIPYyTU3ATOPA;

COCTaBUTH creuudukaiuo o0OpyIOBaHUs, BKIOUas kabenb TpeOyeMoi
KaTeropuu;

paccuuTaTh OPUEHTUPOBOYHYIO CTOMMOCTh MOHTKHBIX PadoT;
paccuuTath 00 CTOUMQCTAJA3 b sI CETH JIJIS 3aKa34HKa;
c@opMHpOBaTbﬁ}Hili;lﬁanﬁo a3BEPTHIBAHUIO CETH.
JHYTH CIIQTY UG- YHKIMY:
()MX ig@ﬂ%{MZQMaHHOHHOM
MIPOCTPAHCTRBE; .
102,22 E@mait-ri- -
|

¥ B Pa3HOM MPOrPaMMHOM 0OecTieueH ee 00paboTKH;

obecrieunBaTh YCTOMYMBBIC K COOSIM KaHaJIbI CBSI3H JUIsl OOMEHa JaHHBIMU CO
BCEMU CTPYKTYPHBIMU MOJAPA3AECICHUSIMHA YUPEKICHUS;

MOBBICUTh JIOCTOBEPHOCTh U HAJIEKHOCTh XpaHEHUs MHPOpPMALMU 32 CHET
CO3/IaHUsI YCTOMYMBON HMH(POPMAIMOHHO BBIYMCIUTEILHON CHUCTEMBI, a TaKkKe
apXUBOB JAaHHBIX KOTOPBIE MOKHO UCITOJIB30BaTh B JaJbHENIIEM;

oOecrieyuth 3PGHEKTUBHYIO CUCTEMY HAKOIUICHUS, XPAaHEHHUs M TOUCKa
(MHAHCOBO—KOHOMHUYECKON U JPYroi MHPOpMAIMU MO TEKYIIEeW U MpoJIeTaHHON
3a HEKOTOPBIN MEeproJI BpeMeHH padbote (apxuBHas HHGOpMAIIHs);

obecrieunBaTh MPO3payHbI AOCTYNl K HHGOPMAIMA aBTOPU30BAHHOMY
MOJIb30BATEIII0 B COOTBETCTBUU € €T0 MPAaBaMH U TPUBUIETUSIMU;

o0ecneynBaTh OIICPATUBHOC IIOJIYUYCHHUC KOMMCPUYCCKHUX, (bI/IHaHCOBI)IX 141



Hay4HbIX HOBOCTEeH U3 rnobanbHoi cetu INTERNET;

obecrieunBaTh B3aWMOJICUCTBUE C JIPYTMMH CETMEHTaMU KOPIOPATUBHOMN
CETH MPEAIPHUATHS.

Jnst co3maHusg  KOPHOPATUBHOM CETU, YJOBJICTBOPSIONICH OMUCAHHBIM
TpeOOBaHUSIM, HEOOXOJUMO MPOU3BECTH AHAIM3 BO3MOMXKHOCTEH CYIIECTBYIOIIMX
CpPEACTB IIOCTPOCHUS ceTel W obecrieueHUss MX OecriepeOONHON W HaJeKHOU
paboThl, a TakXe OIEHUTh OOCTAHOBKY C IIEJbI0O MPHUHATHUS ONTHUMAJIBHOTO
penieHus.

Ucxonss w3 Bcero BBIIICNEPEUMCICHHOTO, MOXHO CIEIaTh BBIBOJI:
MOCTAaBJICHHAS 3ajia4a SBJISIETCS CJIOKHOU MO CTENEeHH pealnu3alui U UMEEeT MHOTO
croco0oB pemieHus. s peanu3amnuu MOCTaBICHHON 3a/layu OTpedyeTcsl He Tak

MHOTO BPEMEHM U 3aTpaTt, HO 00U 3PPEKT T0KEH MOBBICUTh SKOHOMHUYECKYIO
3¢ (PEeKTUBHOCTH PaOOTHELKOM , SHBUTR3Q I 1 YBEJIMYUTH OOLIUI TOXOJ.
Oxwunaercs CHHmeHD}e'\\{ 17§ TBI ﬁym, YTO IIO3BOJUT YBEJIUYUTH
IOT JTNECHHT Qg HGHLE TQ OBbLIQeI0LQ3 ARSI J1 Uc
gpx(egémr)mBH 151 @@ ﬁglzlﬂﬂz ZMHOHGHTOB,
IPOTOKOJIOB W  TEXHOJOIMH, KOTOpBIE OMPE/ICNIAIOT €€ CTPYKTYpY —H
~18062¢2@maill.ru
|

OCHOBHBIE KOMIIOHEHTBI KOPHOP Ol ceTHu:

—  Kinentckue ycTpoHcCTBa: KOMIIBIOTEpBI, HOYTOYKH,
cMapTdoHbl, IUIAHIIETHI W  JApyrue YCTPOWCTBA, KOTOpBIE
UCIIOJIb3YIOTCS AJI JOCTYIIAa K pECypcaM CETH.

—  CereBoe o0opyoBaHueE: MapuIpyTHU3aTOPBI,
KOMMYTaToOpbl,  OpaHAMAay’pbl, TPOKCHU-CEPBEPHl U  ApyTue
yCTPOMCTBA, KOTOpble OOECHEUMBAIOT Tepefadyy JaHHBIX MEXIY
YCTPONCTBAMHU CETH.

—  CepBepsbl: (ailioBble CEpPBEPHI, CEPBEPHI SIEKTPOHHOU
IOYThI, cepBepbl 0a3 JaHHBIX M JApPYIHE€ YCTPOMCTBA, KOTOpPbBIE

MpcaoCTaBJIAIOT JOCTYII K IIPHUIIOKCHUAM U JJTaHHBIM CCTH.



—  CpencrtBa 3alIUThl: aHTUBUPYCHBIE IPOTPAMMBbI, CUCTEMBI
OoOHapyKEeHHsI BTOPKCHHM, MPOTOKOJIBI ayTEHTU(UKAIIMN U JIPyTHe
TEXHOJIOTUU, KOTOPhIE 00ECIeYnBaIOT O€30MaCHOCTh KOPIOPATUBHOM
CETH.

ApXHUTEKTypa KOPIOpPAaTUBHOW CETH MOXKET OBITh IOCTPOCHA B BHJE
pPa3JIMYHBIX THUIIOB TOIOJOTUM CETeH, TaKMX KakK 3Be3/la, IIHWHA, KOJIBIIO WIH
KOMOWHUPOBAaHHAS TOIMOJOTHSA. B 3aBUCHUMOCTH OT KOHKPETHBIX TpeOOBaHUU W
3a/1ady KOPIMOPATUBHOW CETH, apXUTEKTypa MOXKET BKIIOYaTh B ce0sl pa3iuyHbIe
CJIOM, TAKME KaK CJIOW I0CTYIa, CJIOW pacpeaeICHUs U CIOH sIpa.

TunvyHas apXUTEKTypa KOPIOPATUBHOM CETH BKIIIOYAET CIEAYIOIIUE CIOU:

Crnoil fmoctymna: BKIIIOYAaeT B ceOsl KOMMYTAaTOpbl M YCTPOMCTBA, KOTOPHIE

00€eCIeuynBarOT TOCTYM K CETH JJIS1 KIIMEHTCKUX YCTPONCTB.
— o pegegcpal BKJIIOYAET B cels
MapmprlHH erﬂepT Ba, KOTOpBIC OOECIICUMBAIOT
IX Hic pa CerMEHTax
8007 TOUS62:72

— JQIL_sAJpa: BKIJOYaeT B ce0s, yCTpOWCTBa, KOTOpbIE
10062 (2@ adk: Pk~ woes
|
CerMEHTaMH CETH.

Kpome ToOro, apxurekrypa KOPHOPaTUBHOW CETHM MOKET BKJIIOYATh B CeOs

CJIeIYIOIE KOMITOHEHTHI:
—  Cucremy ympasienusi cetbto (NMS): mporpamma wiu
CEpBHC, KOTOPHIA TMO3BOJISET aJAMHHHCTpPATOpaM yIPaBIsATh U
KOHTPOJUPOBAaTh PAabOTy CETH, aHAIM3UPOBATh JAaHHBIC M PEIIATh
npoOiemMbl B paboTe ceTH.
—  Cucrembl obecrieueHuss 0€30MAaCHOCTH: YCTPOWCTBA H
IPOrpaMMBbI, KOTOPbIE 00ECIIEUYUBAIOT 3AIIUTY KOPIOPATHBHOW CETH
OT yIp03, TAKUX KaK BUPYCHI, XaKePbl M IPYTHUEC TUITHI aTaK.

—  CucreMbl pe3epBUPOBaHMS: YCTPOMCTBA U IMPOTrPaMMBI,



KOTOpble o0ecreunBaloT OecrnepeOoitHyro paboTy CceTH B ciaydae
0TKa3a OCHOBHBIX KOMITOHEHTOB.

—  CucreMbl MOHUTOPMHIa U aHaJIMW3a: YCTPOWCTBA H
IpOrpaMMbl, KOTOpPbIE MO3BOJSIOT aJIMHUHUCTPATOpaM MOHUTOPUTH
paboTy CeTH, aHaTU3UPOBATH JaHHBIE U OMPENEIATH MPOOIEMBbI B
paboTe ceTu.

B 1menom, apxurekTypa KOPIOPATHBHOW CETH JAOHKHA OBITh THOKOM,
MacmTabupyemMo u Jerko ympasigemond. Kpome Toro, ona momkHa OBITh
NOCTPOEHA TaKUM 00pa3oM, YTOOBI 0OECIIEYUTh BBICOKYIO MPOU3BOJUTENBHOCTD U
HAJE)KHOCTh PabOTHI CETH, a TaKKe 00ecTieunTh 0€30MaCHOCTh Mepeaaun JaHHBIX
BHYTpPHU CETH.

Hacrtpoiika obopyaoBanus mis paOoTel ¢ TexHosorued VPN BKIO4aeT B

ce0s1 HECKOJIBKO I11aroBs

YcraHoBka u Q}ﬁ(H’QﬂE‘Ip @—mnmz& SIBJISICTCSI OCHOBHBIM
b , 1 SO QIIM BU TPOUTH JIJISI
Q?GBT flcg MKZMZL UX YUYETHBIX

3amucel, onpeeyeHrue CeTer, KOTophlie OyAyT JocTynHblL yepes VPN-TyHHens, a
m’ﬁ*ﬂ@@@@;fiﬁ@ maill.ru
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Hactpoiika ynaneHHBIX Yy3JIOB!

pabotel cetu VPN Heobxomumo

HACTPOUTH BCE yMaJIEHHBIC Y3JIbl, KOTOPHIE OyayT MoAKIoYaThcs K VPN-mutro3y.
DTO0 MOXET OBbITh BBIIOJHEHO MyTeM YCTaHOBKM VPN-KIMEHTOB Ha Ka)XI0M y3iie
uin HacTpoiiku VPN-coennHEHHsT BCTPOECHHBIMH CpEICTBAMHU OIEPALMOHHON
CHUCTEMBI.

Hactpoiika MapmpyTu3aTOpoB M KOMMYTATOpOB: Juid oOOecredeHus
OpaBWJIBHOTO MapuipyTuzauuu Tpaduka uepe3 VPN-TyHHenb HeoOX0IuMo
HAaCTPOUTh MapLIPyTU3aTOPbl M KOMMYTAToOpbl. B 3aBUCMMOCTH OT CETEBOM
UH(QPACTPYKTYphl,  MapLIpyTH3alUsi  MOXET  BBINOJHATBCA HA  ypOBHE
MapuIpyTH3aTOpa WIK HA YPOBHE KOMMYTATOPA.

Hactpoiika OpanamayspoB: g oOecriedeHHss O€30IaCHOCTH  CETU

HEOOXOJMMO HACTPOUTH OpaHAMay3pbl i OOECNEUYEHHUs 3al[UThl OT BHEIIHHX



yIpO3 U aTax.

TectupoBanue ceru: nocie HacTpouku cetu VPN HeoOxoaumo mpoBecTH
TECTUPOBAaHUE I TPOBEPKH MPABHWIBHOCTH pPaOOTHl BCEX KOMIIOHEHTOB.
TectupoBaHue MOXKET BKJIIOYaTh B Cc€Osl MPOBEPKY MapLIpyTHU3aluu Tpaduka,
IIPOBEPKY COCIMHEHUS MEXAY YJIAJICHHBIMH y3JaMH, HPOBEPKY CKOPOCTH
nepeadyu JaHHbIX U IPYTHUE TECTBHI.

IIpu HaCTpPOWKeE ceTu VPN pEKOMEHIyeTCs HCII0JIb30BATh
CHeIHMaTu3UPOBaHHbIE TpOrpaMMHbIe perneHus, Takue kak Cisco AnyConnect,
OpenVPN unu npyrue momoOHblEe HMporpaMMbl. DTH IPOrpaMMBbl 00€CIIEUUBAIOT
yA0OHBIH uHTEepdEic g HaCTpOMKHM U yrpaBiieHus ceThio VPN, a Takke UMeroT
BCTPOEHHBIE CPEJICTBA 3aLIUTHI JAHHBIX U O€30MIaCHOCTH.

[log Tomonormedt KOPHOPATUBHOM CETH TMOHUMAETCS  (U3HUECKOE
pa3MeIleHHe KOMIIb q H z(py TEJIBHO Jpyra M CHOco0
COEAMHEHUS HUX ME eIsIeT TUI KCIOJIb3yEMOIO

8 RO A00: 8? 70

CTaHI[apTLI Ethernet  ompenensror NPOBOHBIE  COE/IMHEHHUS

ynpaBneHHﬂ JOCTYIIOM K Cpele — Ha BHOM YPOBHE MOI[eJ'II/I OSI. Ethernet B

ocHoBHOM omnuckiBaercs ctangapramu IEEE rpynmer 802.3. Ethernet ctan camoit
pactpoctpanénnoi texnonoruen JIBC B cepenunel990-x ro/1oB, BBITECHUB TaKue
yCTapeBIlIne TeXHoJIoTun, Kak Arcnet u Tokenring.

Ha3zBanue  «Ethernety  (OykBambHO  «3(duUpHAs  CETb»)  OTpaKkaer
NIEPBOHAYATBHBIN MPUHITUIT paOOTHI ATOW TEXHOJIOTHH: BCE, MEepeaaBaeMoe OJHUM
y3JI0M, OJHO-BPEMEHHO MPUHUMAETCS BCEMH OCTAJIBHBIMU (TO €CThb HMEETCs
HEKOE CXOJCTBO C paJuo BeuiaHueM). B HacTosiliee Bpemsi MPaKTUYECKU BCerna
MOJKJIIOYEHHE TMPOUCXOJUT Yepe3 KOMMYTaTopbl (switch), Tak d4YTo Kajaphl,
OTNpABIIIEMbIE OJHUM Y3JIOM, JOXOASAT JUIIbL J0 ajapecara (MCKIOYEHUE
COCTABJSIIOT IMEpefadyd Ha HIMPOKOBEIIATEIbHBIM aJpec) — 3TO IOBBIIIAET

CKOpPOCTb pa6OTI>I 1 0e30IMacHOCTh CETH.



FastEthernet, 100 Mowut/c

Texnomoruss Ethernet 100 Mout/c, onHa e «ObicTphiii Ethernet
(FastEthernet). HMmeer M™MHOTO pa3sHOBHIHOCTEH, MPU OSTOM 00O3HAYCHHE
100BASE-T wuaie Bcero Mc-mojib3yeTcsl Kak coOupaTenbHoe Ha3zBaHue. Kak u B
texHojorun 10BASE-T, B paGoTe TOJbKO 3€j€Has U OpaH)KeBas napbl (IIpUEM
KOHTaKThl 3, 6, mepeaadya KOHTAKTHI 1, 2), XOTS MOBOJIUINCH IKCIIEPUMEHTHI IO
UCIIOJIb30BaHUIO BCeX 4 Map, KOTOPhIE 3aTEM MPUBEIH K CO3JaHUI0 TUTAOUTHOTO
Ethernet (cm. 1000BASE-T). Ins peanuzanuu mpunoxenuid 100-meraObutHOTO
Ethernet mcnonb3yercs BuUTas mapa kareropuu 5 (6€3 OYKBBI «€») WM BBIIIC.
Cy1ecTByeT BO3MOYKHOCTh UCITOIB30BAHUS IS ATHX MPUIIOKCHHH U ONTHICCKON
Cpelnbl mepeavn, OJJHAKO B HACTOSIIEE BpeMsi BOJOKOHHAS ONTHUKA MCIIOIb3YETCS

JIIA 0oJiee BRICOKHX CKOpOCTeﬁ, oT 1 rurabuTa U BEIIIE.

I'nraburneii Et t,] I'out

. IOOOBAﬁqHSQEbp @apn HCTIOJIb3YIOIINN BUTYIO
nap Ter 5 eyaye Hp VHACTBYIR 4 bl pgegb Nepeadn
I[a (8 @@H onﬁ;QpGMQQSMZQ)HHpOBaHHH

PAMS, yactora ocHOB-HOM rapMonuku 62,5 MI 1. PaCCTozIHI/Ie 1o 100 meTpoB

10062 2@ matkrig-
[Tpompimi-nennoctu  (anria. Telecom eCations IndustryA.ssociation, TIA) n
onmyonukoBadn B mapte 2001 roma kak «Crneuudukanus QU3NYEcKOro ypoBHS
aymiekcHoro Ethernet 1000 M6/c (1000BASE-TX) cummeTpuyHbIX KaOETbHBIX
cucreM kareropuu 6.

Operating Over Category 6 Balanced Twisted-Pair Cabling
(ANSI/TTIA/ETIA-854-2001)»). CranmapT, HCHOIB3YeT pa3fACIbHYIO TpPUEM W
nepenayy (Mo OJHOM mape B KakJ0M HANpaBJIEHUH), YTO CYHUIECTBEHHO yIPOIIAET
KOHCTPYKIUIO.

B  mpoekte  onTtumanbHbBIM < OyJeT — HCHOJB30BAHHE  TOMOJIOTHH
«Mepapxuueckas 3Be3/1a» H3-3a OCOOCHHOCTH PACHOJOXKEHHS paboyux MecT
PEANPUATHS U ero (PrnanoB, GyHKIIMOHATBHBIX 3a71a4.

I[aHHaH TOITOJIOTHA 06J1a11aeT ClIcayromuMu nMpeuMymcCTBaMu:



BBIXOJI U3 CTPOS WJIM OTKIIIOUEHHE OFHOU pabouell CTaHIIMU HE OTpakaeTcs
Ha paboTe BCel CeTU B IIEJIOM;
XOpOoIIasi MacIITaOUPyeMOCTh CETH;
JETKUM TOMCK HEUCTIPABHOCTEN U OOPHIBOB B CETH;
BBICOKAsl  MPOU3BOJIUTEIBHOCTh CETH (IIPU  YCIOBUM  MPABUIBLHOIO
MPOCKTHUPOBAHUSA);
TUOKHE BO3MOXKHOCTH aIMUHUCTPUPOBAHUSI.
Jns peanu3auuy MAaHHOM CETH BO3MOXKHO HMCIIOJIB30BAHHUE CIEAYIOIINX
TEXHOJIOTUH:
l. «Mepapxuueckas 3Be37a» € HCIOIB30BAHUEM TEXHOJIOTUH
FastEthernet mo xa6emto «Burtas mapa» UTP-5E;

2. «Mepapxudeckass 3Be3a» C HCIOIH30BAHHUEM TEXHOJIOTHH
GigabitEthe 0 Kabe P-5E wnu UTP-6E
3. «M@pHH ﬁ&nonbgosannew{ TEXHOJIOTHH
Gigabi Yo 11Q BOJIO
g Q Q LIM1 ‘@%2@7%02 11n, ac.

HOCTpOGHI/Ie CCTH B HJII/IaJIaX PCUICHO BBLIIIOJHATL II0 TOIIOJIOTIHH

= 4+O062 F2EDmatt et -

kabemto «Butas mapa» UTP-5E wnm Br16op B monib3y JaHHOTO perieHUs

IIPOJUKTOBAaH COOOPaKCHUSAMMU:
- 60J1ee BBICOKOTO YPOBHS 0€30MaCHOCTH 10 OTHOIICHUIO C OECTIPOBOIHBIMH
TEXHOJIOTUSAMH;
0oJiee BBICOKOM MPOMYCKHOM CHOCOOHOCTBIO JIMHUN 1O CPaBHEHUIO C
texHonorueM FastEthernet;
0onee HHU3KOH CTOMMOCTBHIO PabOT W 00OpPYIOBaHUSA MO CPaBHEHHUIO C
BOJIOKOHHOOTITHYECKUM KabeseMm.

Tabnuna 1 — CpaBHHUTENbHBIE XapakTepucTuku TexHosnorun Gigabit Ethernet

Cranpgap Tun Cxopoct MaxkcumaisHa Tun '
b nepesayu | 1 JyIMHA CEerMEHTa B | epefadyu CUTHAaJI
(Mbps) MeTpax

IEEE 1000Base-CX 1000 25 M UTP/STP




802.3z cat 5,5¢,6
1000Base-LX 1000 Onpnomony — 5 OIITOBOJIOK(
KM 74
Mmuoromon — 550 m
1000Base-SX 1000 550 m
IEEE 1000Base-T 1000 100 m UTP/STP
802.3ab cat 5,5¢,6,7
TIA 854 1000BASETX 1000 100 m UTP/STP
cat 6,7
IEEE 1000BASELX10 1000 10 xkm OIITOBOJIOK(
802.3ah |
IEEE 1000BASEBX10 1000 10 xm
802.3ah
non- 1000BASEEX 1000 40 kM ONTOBOJIOK(
standard 51
non- 1000BASEZX 1000 70 kM
standard

IToctpoenue @quH@ Ty i oy GduiMaramMy  pernieHo
|

BBIIIOJIHATL 11O  TOIIOJIOTHMH  «HUCPAPXHUYLCKad H3BC31a», C HCIOJIb30BAHUEM

TeX r'u a cueTAlpefiogTABlcHU HQU YCII OBaEpPOM
[ ] [ ]
Hntepfer. e UnalioBsK ‘e€Tu pa foc TBJIATH IIO
TexHogor i, 1 0-G1gakit t 746, BO HOONTHYECK Ka0ero.
TOUD Ll COTAGH ol s

yCTaHaBJIMBATh 0€30MaCHOE COEIMHEHNE MEX]y yIaJ€HHBIMU KOMIIBIOTEpAMU HIIN
CEeTAMM uepe3 HENpUBATHBIA CeTeBOMl KaHal, Takol kak WMurtepHer. OHa
oOecrieuynBaeT 3alUTy MepeAaBaeMbIX AaHHBIX IMyTeM IH@poBaHus Tpaduka U
CO3JaHMs "BHPTYyaJdbHOTO' 4YAaCTHOrO KaHala CBS3M MEXKIY YIAAJICHHBIMU
YCTPOWCTBaMH.

OcHoBHbIe NpuHIUNBI padoTbl VPN:

HludpoBanue: Bce manHble, nepenaBaembie mo VPN-kanamy, mmdpyrorcs,
4yTO 0OecrneunBaeT 0€30MacHOCTh Nepeaun KoH(pUIeHInaIsHON NHGOPMAIIIH.

TynnenupoBanue: VPN-kanHan co3gaer "TyHHeNnb' Yepe3 HENPUBATHBIN
CEeTeBOM KaHaJl, TakoM Kak MHTepHeT, m 3ammmaer nepegadyy AaHHBIX BHYTPHU

9TOI'0 TYHHCIIA.



AyTeHTuduKaIms: VPN-kanan oOecrieynBaer ayTeHTU(PUKALIUIO
MOJIL30BATEIIEH, UTO MO3BOJSAECT NPEAOTBPATUTh HECAHKIIMOHUPOBAHHBINA JOCTYIT K
3alUIICHHBIM JaHHBIM.

Cokpsitue [P-ampeca: VPN-kanan ckpeiBaer peanbHblii  [P-ampec
OTIPABUTENS U MOJIYUYaTEelIs], YTO JICIAET HEBO3MOXKHBIM OTCIIC)KUBAHHUE TEpE/Iaun
JTAHHBIX.

Ynanennsit goctyn: VPN-kaHan mno3BOJSET yAAJICHHBIM I0JIb30BATEISIM
MOJKJTFOYAThCS K 3alUIICHHOW CETH OpPTaHM3aIliu W3 JIF0OOT0 MecTa B MHpE,
UCIIONb3Ys 10CTyl K IHTEpHETY.

[Topmepxkka pas3auuHBIX IPOTOKOIOB: VPN-TEXHOJIOrMs TIOAIEPKUBAECT
pasnmuHble TPOTOKOJbl, Takue kak PPTP, L2TP, IPSec, SSL/TLS, xortopsie

o0ecneunBaroT pa3IudHbIe YPOBHU 0€30MACHOCTH U (DYHKLIMOHAIBHOCTH.

Macumrabupyem qu ET ()1 MaclITaOUpPyeTCs] U MOXKET
O CPKUBATh 60J’II>I_LQ(OJI C ﬁomﬁﬂ@n CETEBBIX YCTPONCTB.

.4 CIIO apMe T orungV Ph OJIKJAQUECHST Y bunuanon

op op€866 C§ﬁecrﬂ'{ : e'o'U ﬂbc;ynz pecypcam
OpraHM3alliil M _TIO3BOJIAET CHW3HTH 3ATPAThl HA KOMMYHWKAIMH, TaK Kak He
~10062F2@mail.ru
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Tunsr VPN

CymecTtByeT HECKOIBKO THUIIOB VPN-IIPOTOKOJIOB, KaXIblii M3 KOTOPBIX
UMEET CBOM OCOOCHHOCTH U MPUMEHSIETCS B Pa3JIMYHbIX CUTYaLUAX:

PPTP (Point-to-Point Tunneling Protocol) — omun w3 cambix
pacnpoCcTpaHEHHBIX MPOTOKOJIOB, KOTOPBI 00ecreynBaeT ObICTPOE COEAMHEHUE U
XOpOILYI MPOU3BOAUTENBHOCTh. OJHAKO, OH MMEET HEKOTOpPbIE YSI3BUMOCTH B
0€30I1acHOCTH, TOITOMY HE PEKOMEHJIYETCS HCIOJb30BaTh €ro Ul Iepeaayvu
KOH(PUAEHIIMATBbHON HHPOpMAITUH.

L2TP (Layer 2 Tunneling Protocol) — komOunanus PPTP u L2F (Layer 2
Forwarding Protocol). O6ecnieunBaet Oosiee BRICOKHI YPOBEHb O€30aCHOCTH, YEM
PPTP, Tax kak ucnonb3yer mudpoBanue nanueix. Ho, L2TP umeer HekoTophie

orpannuenus npu npoxoxaeHuu yepe3d NAT (Network Address Translation).



[PSec (Internet Protocol Security) — mpoTokois, KOTOpHIM obOecreurBaeT
BBICOKMH ypoBeHb Oe3omacHOCTU. OH MOXET OBITh MCHOJB30BaH Kak B
TYHHETbHOM pexume (mudpyer Bech [P-maker) mim B pexume TPaHCHOPTHOTO
ypoBHs (mmdpyeT ToabKo nanubie). [PSec moanepxuBaeT pa3iuyHble alrOpUTMbI
mU(pPOBaHUS U AyTEHTU(DHUKALIMH, YTO AEJIAET €ro 0YeHb TMOKUM MPOTOKOJIOM.

SSL/TLS (Secure Sockets Layer/Transport Layer Security) — mpoTokod,
KOTOpBIN oOecrieynBaeT Oe30macHbli KaHasl CBSI3W Ha OcHOBe mudpoBaHus SSL
win TLS npotokonoB. OH 4acTo MCHOJB3YETCSA JUIsl 3alUThI NEpeaun JaHHBIX
yepe3 BeO-Opay3epsl Wi s JJOCTYIA K BEO-TTPUIIOKEHUSIM.

OpenVPN — OTKpBITBIA MPOTOKOJ, KOTOPBIM OOeceurBaeT BBICOKUMI
ypOBEHb 0€30MacCHOCTH U THOKOCTh. OH MOXET HCIOIb30BAThCs AJISl CO3AAHMSI KaK

TYHHCJIBHBIX, TdK U TOYKad-TOYKa COC,Z[PIHCHHﬁ, a TaKKC IMOOACPKNBACT PA3JINIHBIC

aNropuTMBbI muUppoBa ayTeHTUUKAaIl
Kaxnpiii u3 3TﬁyyﬁmﬁmenMymecma 1 HEJOCTAaTKH,
N D, A RABUCYZ 0Z=KOBMDCTH bl TRRQOBA ki a4d. BaxHo
BoiOfalp mpafo]] @‘Q}T KOHﬂK BJ?HEB‘:Z;Z; ypOBEHB

0e30IacHOCTH U IMPOU3BOAUTCIIBHOCTH IIPU UCITOJIb30BAHUN VPN-TexHonorum.

106062 f2@matt-ri -

0COOCHHOCTH:
Hanexxnocte u 6e3onacHocth - VPN oOecrneunBaer 3amuTy AaHHBIX OT

HECAaHKIIMOHUPOBAHHOTO JIOCTyIa, oOecreuuBas HaAeXKHOEe U 0Oe30macHoe
HOJKIIIOYEHHE K KOpHopaTUBHON ceTu. llpu moakimoueHun ynajaeHHbIX (UinaioB
yepe3 VPN-coenunenue Bce JaHHbIE MepealoTcs Mo 3alu(pOBaHHOMY TYHHEIIO,
YTO MO3BOJISIET OOECIICUNUTh HAACKHYIO 3aIUTY HHPOPMAIIH.

I'mbkocte u MmacmrTabupyemoctbh - VPN-coeamHeHue TMO3BOJISIET THOKO
MacITabupoOBaTh CETh M MOAKIOYATh yAAJCHHbIE (PUIIMAIbl B 3aBUCHUMOCTU OT
notpedbHocTet komnanuu. [lpu HEOOXOAMMOCTH MOXKHO 10OaBIATh WM YAAIATH
yAalieHHble (Guiananbl, a TakXke HacTpauBaTh mnapameTpbl VPN-coeauHeHust B
COOTBETCTBHUH C TpeOOBaHUSIMU OU3HECA.

Yno6cTBO wucnonas3oBanus - VPN-coenuHeHHne TO3BOJISIECT YaJeHHBIM



COTpyJAHHKaM paboTaTh HAa yAaJIEHHOM (uiInalie Tak, Kak OylTO OHU HaXOJATCS B
oduce. [Ipu 3TOM OHU MOTYT HCIOJB30BaTh BCE PECYpPChl KOPIIOPATUBHOU CETH,
BKJTFOUAst (pailiibl, IPUIIOKEHHS, 0a3bl JAHHBIX U APYTHE PECYPCHI.

OrpaHuyeHHass TPOIMYyCKHas CHOCOOHOCTh - MpU HCHOJdb30BaHUH VPN-
COCAMHEHUS MOXET BO3HUKHYTh OTPAHMYEHHUE [0 MPOMYCKHOW CIOCOOHOCTH,
0COOEHHO Tpu mepenade OoNbIMX 00BEMOB JIaHHBIX. B Takux ciydasx MOMKHO
MCIIO0JIb30BAaTh CHEUHAIBHBIE TEXHOJIOTUM, TAKME KaK MYJIbTUIUIEKCUPOBAHUE WIIH
KOMOWHUPOBAHUE PA3IMYHBIX TUIIOB COCTMHEHUH.

3arpaTel Ha oOopyAoBaHHE - Uil opraHu3zanuu VPN-coenuHeHus MOXeET
noTpedoBaThCs JOMOJHUTENIBHOE 000pyAoBaHue, Takoe Kak VPN-KoHIIEeHTpaTOpbl
WIM MapupyTuszaTopsl ¢ noanepkkod VPN. BaxHo yuuThIBaTh 3aTpaThl Ha

000pyI0BaHuE TIPH TJIAHUPOBAHUM BHEpeHUs VPN-TexHoIornu.

B 1uenom, I/IC d( u 1o3BoisieT A(PPEKTUBHO
OpraHM30BaTh yjaje HH Q$BHOH CeTH W 00ECIEUYUTH
0e30, - € pelIeHus

81 N( 8: Q I()thiHi BEP?/)IQ;O6€HHOCTI/I
CeTEBOM I/IH(bpaCprKTprI

BOe2F2@maill.ru

1.  Be3omacHoCTb: UIaeT TepenaBaeMyro HMH}opMaIuio
OT HECAHKIIMOHUPOBAHHOTO JIOCTYMa, 3anIupoBbIBas AaHHBIC W CO3/aBas

3aIIUILIEHHOE COETMHEHUE.

2. ['mOkocth: VPN  mo3BoisieT  yAaleHHBIM  COTPYIHUKAM
NOJKIIOYAThCS K KOPIOPATUBHOM CETH U3 JII0OOro MecTa B MHpE C
J0CTynoM B VIHTEpHET, YTO MOBBIMIAET THOKOCTh PabOThl M IMOBBIIIACT
IIPOU3BOJUTEIBHOCTD.

3. Humskas croumocth: VPN He TpeOyeT AONOIHUTEIbHBIX
MHBECTUIIMM B 00OpyJOBaHME M MO3BOJIIET CHU3HUTH PACXOJbl Ha CBA3b
MEXAY yAAJEHHBIMU (QUIHATAMH.

4. Yrpomenue HaACcTpoWkn U ympasieHus: VPN mo3Bosser

CO31aBaTh 3alIMIICHHBIC COCOAMHCHUA MCKAY YAAJICHHBIMU YCTpOﬁCTBaMH



0e3 He0OXO0IMMOCTH HACTPOUKH CIIOKHOU MH(PPACTPYKTYPHI.

3. VYilydiieHue npou3BOAUTENBHOCTH: VPN MOXKET NOBBICUTH
MPOU3BOJIUTENIBHOCTh  CETH, YMEHBIIWB 3aJ€p>KKU U yBEIHWYUBaAs
MPOITYCKHYIO CTIOCOOHOCTb.

OcnoBHbIe HenocTaTku VPN:

1. 3HAYUTENBHOE CHIDKEHUE CcKOpocTH: VPN MoOXeT CHU3UTh
CKOPOCTh TMepeaauu JaHHBIX U3-3a JOTOJHUTEIILHOW 00pabOTKH, CBA3aHHOM
¢ mudpoBaHueM U AemnpoBaHUEM HUH(DOPMALINH.

2. HeoG6xomumocts HanexHoit ceru: VPN pabGortaer uyepes
HNurtepner, modtTomy TpeOyeTcs HaACKHOE U OBICTPOE COCIUHEHHUE IS
oOecrieueHus: CTaOMIBHOU PabOTHI.

3. Cnoxunocth HacTpoiiku: Hactpoiika VPN wmoxeT ObITh

CIOXKHON W KOM__KB Kalld{  CIICIUAJIUCTOB  JIJIS
obecrieueHuUs 6QHHQ p w
. QRDARHIY 6:1 AU 00IIen
8TI/I€8 Qe;eT ﬁ3 B Q\wnzzmocn&

H€O6XO,III/IMOCTB JIMOCH3UPOBAHUA HCIIOJIb30BaHUA

10069 7 2@ mail-rer— -

MOJKCT YBCIIMINUTD 3aTPAaThl HA B

[Ipu BbIOOpE O0OOpYIOBaHUS ISl TMOCTPOCHMSI KOPIOPATUBHOM CETH C
ucrnoab3oBaHueM VPN, MOXKHO paccMOTpETh CIEAYyIOINe TUIIBI 000pyA0BaHUS:

VPN-Iu1t03bl:  3TO  CHEUUMAIU3UPOBAHHBIE  YCTPOWCTBA,  KOTOpBIE
oOecrieunBalOT WU(GpOBaHUE U Teperady AaHHBIX MEXIY YAAJEHHBIMHU Yy3JaMu
CETH.

MapupyTu3aTopsl: 3TO  YCTpOMCTBA, KOTOpBIE o0ecnieunBarOT
MapIIpyTU3ALHUIO U NEPECHUIKY JaHHBIX B CETH.

KommyTatopbl: 3TO ycTpoicTBa, KOTOpbIE O0ECIEYMBAIOT KOMMYTALUIO
JAHHBIX MEXAY y3JaMU CETH.

Bpanamayspel: 3T0 ycTpoiicTBa, KOTOpble 00ECIEYMBAIOT 3alIUTY CETH OT

BHCIIHHUX YI'PO3 U aTakK.



CepBepbl: 3TO YCTPOMCTBA, KOTOpPbIE MPEAOCTABIISIIOT Pa3IUYHbIE CIY>KOBI,
TaKhe KaKk XpaHEHHE JIaHHbIX, B€O-CEPBUCHI, JIEKTPOHHAS TIOYTA U T.JI.

[lepcoHaTbHBIE KOMITBIOTEPBL: 3TO YCTPONUCTBA, KOTOPBIE UCHOJIB3YIOTCS IS
paboThI CETEBBIX MOJIB30BATENEH.

BbiObop  KOHKpeTHOro  OOOpyJOBaHUS  3aBUCUT OT  HOTpeOHOCTEH
opranmsanuu, o0bemMa JaHHbIX, KOJINYECTBA M0JIb30BaTeNel 1 Ipyrux (akTopoB.

JIJist TOCTpOeHUsl KOPIOPATUBHBIX CETEH B HACTOSALIEE BPEMs JTUIAUPYIOLIKE
MO3UIMH 3aHUMAIOT PaJOYacTOTHBIN 3(UpP U MPOBOAHAS CpeAa pacIpOCTPaHEHUS
AIEKTPUYECKUX CUTHAJIOB. Csoro o0nacThb IPUMEHEHUS UMEIOT
BOJIOKOHHOONTUYECKHUE JIMHUU CBS3HM, KOAKCUAJIbHBIC JINHUH, ONITHYECKHE KaHaJIbl
U T.JI.

Butas mapa (anri. twisted pair) — pa3sHOBHIHOCTh KaOessi CBS3U, KOTOPBI
MpeICTaBIsIeT cOO0M )ﬁeqﬁ JIbK JUPOBAHHBIX IIICKTPUUECKHIX
IIPOBOJTHUKOB, OIPE ﬁ) p MEXAY CO0OM M TOKPBITHIX

IMOBBIMICHUS ITOMCXO3AIMNIIICHHOCTH IIPOBOJIHHUKOB OILHOI/I IMapbI IIPpU 3TOM IIOMCXaA

s @6@%@@m e P

IMPUBOAUT K IIOCIICAYIOIICMY YMCHDBII BHCHIHHX J3JICKTPOMAIrHUTHBIX IIOMCX,

a TaKXe B3aMMHBIX HABOJOK IMpU TNepelaye pa3jIudHbIX CHUrHajioB. Jlis
YMEHBILICHUSI B3aMMOBIMSHHUS OTHEIbHBIX map kabens B kabemsix UTP,
IIPOBOJHUKH B Pa3jIM4HbIX [1apax CBUBAKOTCS C OTIWYHBIM JAPYT OT Jpyra HIaroMm.
Januelii THO KabOens camblid pAacPOCTPAHEHHBIM B HACTOSIIEE KOMIIOHEHT
COBPEMEHHBIX  CTPYKTYPHUPOBAaHHBIX  KaOenbHbIX cucteM. OH  HaxoguT
IPUMEHEHUSI B TEJIEKOMMYHMKAI[MOHHBIX CHUCTEMAaX M B KOMIIBIOTEPHBIX CETAX
pPa3IMYHOrO YPOBHS M THUIOB B KayecTBE (PU3MUECKON Cpeabl pacipoCTpaHEHUs
curHasia. brnarogaps gemeBH3HE M JIETKOCTM  MOHTaXa, CTal CaMbIM

pacnpoCTpaHEHHBIM pELIEHUEM I MOCTPOEHUS KabenbHbIX (mpoBoaHbIX) JIBC.



Pucynok 4 - Buras napa

KabGenp Kk ceTeBbIM yCTpOWCTBAM MOJKIIOYAETCS NPH NOMOIIM pazbEéMa

tuna 8P8C, KOTOpHIN Takke NMoaydns HazBaHue RJ45.

1006272@mall.ru

CymiecTByeT M MCHOJIB3YIOTCS CIEAYIOIIME BHUABI Kabels, KOTOpbIe

OTHOCSITCS K KaOeJIsIM «BHTAs Tapay
3ammura KaOemsi MOXKET CTPOUTCS 3a CYET DJJICKTPUYECKH 3a3¢MIICHHOU
METHOW OIJIETKH, a TaKXKe ATFOMUHUEBON (HOIBTH, HAMOTAHHOW BOKPYT Map, TUII
3aIIUTHI ONIPECIISAET CIACAYIONINE PA3HOBUIHOCTH UCIIOJIHCHUS KaOes:
Unshielded twisted pair (UTP — c adrn., He3amuilleHHass BUTasl Mmapa).
Kpome  mmacTukoBO#l ~ 3amuThl  COOCTBEHHO  NPOBOJHUKOB  HHUKAKHUX
JOTIOJHUTEIIBHBIX ~ DJIEMEHTOB  3alUThl  (PKpAHUPOBAHUS, 3a3eMJICHHUS) HE

UCIIOJIb3YETCS.
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PucyHnok 6 — Hezamuiensas Buras napa

Foiled twisted pair (F/UTP — c anriu., donsrupoBanHas Butas mapa). Bce
napsl IPOBOJHUKOB 3TOT0 KaOess MOKPHITHI OOIIUM JKPaHOM M3 aIFOMHUHEBOMN

dbonbru:

1006272 %M?u?“

Pucynok 7 - ®onbrupoBanHas BUTas mapa

Shielded twisted pair (STP, — ¢ anr., 3amuiieHHas BuTas napa). B nanunom
Kabene Kaxjaas mapa dKpaHHpPOBaHA COOCTBEHHOW SKpaHHMPYIOIIEH OIUICTKOH, a

TAaKI¥KC BCC IIapPhbl 3aKPbBIThL 06HIPIM CCTOYHBIM 3KpPaHOM.



PucyHnok 8 — 3amuiensas Butas napa

Screened Foiled twisted pair (S/FTP, — ¢ anrn., QoaprupoBaHHas
SKpaHHpOBaHHas BUTas mapa). B sTom Tume kxabens kaxzias mapa HaXOJIWUTCS B

coOCTBEHHOM OIUIETKE U3 (DOJIBIH, & BCE MAphl MOMEIICHBI B MEJTHBII SKpaH.

OYHO.pd
8 (800) 100- 62"2/
I'“k

Pucynok 9 — @onprupoBaHHas 3KpaHHUpPOBaHHAS BUTAas mmapa

Screened Foiled Unshielded twisted pair (SF/UTP, — ¢ anru,
HE3allUIIEeHHAs SKpaHUPOBAaHHAsS BHUTas Tapa). XapaKTepU3yeTcs JIBOWHBIM

00IIUM DKPAHOM M3 METHOU OTUICTKU U U3 (DOJIBTH.
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Pucynok 10 — He3amuimennas skpaHupoBaHHast BUTas rapa

—_—

B 3aBUCUMOCTH OT CTPYKTYPhI MPOBOJHUKOB — KaOeah MPUMEHSETCS OJTHO-
W MHOTOXWJIbHBIN. [[JI1 MepBOro ciaydas KaXXAbl MPOBOJ HM3TOTABIMBACTCS W3
OJIHOM MEJTHOM >KUJIbI (3KUJIa-MOHOJIMT), a JIJIsl BTOPOT0 — KK/l MPOBOJ COCTOUT
U3 HECKOJIBKUX MEIHBIX KU (KUJIA-ITy4YOK).

MHOT0KHUIIbHB 0 M («Bpe3aeTcsi») B pazbEMBbI

9 |
naTy-naHenel (TOHKHE KWJIBI pa3pe3aroTdsi), HOBOTIMYHO MEPEHOCUT W3TUOBI U
ckpfabsangec Oy ayjaer Tn TyXa Chruana. Otu
| |
CBO a et 0N TBuOro) Kadken JIOB o Mp eHUE IS
U3TOT@B p rd), coenuHsIORIMX 00OpyAOBaHUE C
posetga g4t I I Ial -ru

CymiecTByeT HECKOJIbKO —KaTeropuit kabens «Butas mnapa». OHu

npouymepoBanbl oT CATl1 no CAT7 u onpepensaoores 3¢pdEeKTUBHON
nporyckaemor mojocoit yactor (DIIIY). Kabenu Oosiee BBICOKMX KaTeropuit
cozepkar OoJiplliee YMCIO Map MPOBOJHUKOB, a Kaxaas Mapa MMeeT OoJibliee
YUCJIO BUTKOB HAa €IMHMILY JJIMHBL. [[aHHBIE KaTeropuu [uisi HEIKPAHHUPOBAHHOMN
BUTON mapbl onuckiBatoTcs B ctangapte EIA/TIA 568 (AmepukaHckuii cTaHIapT
IPOBOJKH B KOMMEPUYECKHX 3/1aHMsIX). Tak cCOraacHoO 3TOToO CTaHAapTa:

CATS (BIIMY — 100 MI'm) — 4-mapubiii kabenb, Hamea IUPOKOE
MPUMEHEHHE NMpU NMOoCcTpoeHUH JoKanbHbIX ceTed 100BASE-TX u nis npokiaaku
TeNe(POHHBIX JIMHUM CBS3M, MOAJIEPKUBAET CKOPOCTh Iepeaadn JaHHbeIX 0 100

Mb6ut/c mo 2 mapam npoBojaoB. [Ipu mpokianke HOBBIX CeTEd MNPUMEHSETCS



ycoBepIeHCcTBOBaHHBIN Kabenb CATSe, KoTophlii 0OOBIYHO M HA3BIBAIOT KabeaeM
«BUTAas Iapa», SABJIAETCS CaMOW  pAacCHpPOCTPAaHEHHOM  CETEBBIM  CpelIoH
pactpoCTpaHEHUs, HCIONB3YIOMUMCSI B KOMITBIOTEPHBIX CETAX, Oyiaromaps
BBICOKOU ckopocTH nepenauu (10 100 Mout/c o 2 mapam, 1o 1000 M6ut/c o 4
napam). MakcuManbHas 1JuHa Kabess MeX1y YCTpOUCTBaMH (KOMIIBIOTEP-CBUTY,
CBUTUY-KOMIIBIOTEP, CBUTY-CBUTY) MOKET octurath 100 m.

CAT6 (OIIIMY — 250 MI'n)— npumensiercs B cersax FastEthernet u
GigabitEthernet, B ero ycTpolcTBO BXOIUT 4 Tapbl TPOBOJHUKOB, MaKCUMaTbHAS
CKOpOCTh Tiepenaur JaHHbIX jo0 1000 MOut/c. BritoueHa B cTaHIapT B HIOHE
2002 roma. Ommcana B crangapre kareropuss CAT6a, B KOTOpoHl yBeaudeHa
OIIMY go 500 MI'u. Cornacuo mannweix IEEE, 77 % ycTaHOBIEHHBIX ceTell B

2016 roay, ucnosp3zoBanu kadenb kareropun CATO.
CAT?7 ckopoc ut/c, DIIY mpomyckaemoro
curHaia go 600 — 7@/}_13Huﬁmﬁ wpﬂn skpanupoBaH. Cenpmast
ened hiel ted Pair).
Ul;ﬂaﬂ B@l . 47'02% KabeJs,

I'[CpCI[a‘II/I JaHHBIX, JOJDKHa HMCTb  BOJIHOBOC
[

mﬁl%osrwBﬂﬂ o

QJICKTPHUYCCKOI'O CHI'HAalIa 6YI[€T HCOOPa&#MO HCKAXAThCA, U IIEpeaada JaHHBIX

CTaHET HEBO3MOXKHOW. K 3TOMy MOXKET MPHUBECTH HE TOJBKO HEKAa4eCTBEHHBIH
Ka0enb, HO TaKke Hanuuue "CKpyTOK" B Kabese M MCIOJIb30BaHNE PO3ETOK Ooiee
HU3KOM KaTeropuu, 4eMm Kabelb.

JIis  TOCTpOEHHs] CHPOEKTUPOBAHHOM CeTH TOTpeOyeTcss KIMEHTCKOoe
o0opyI0BaHUE, CETEBOE M CEPBEPHOE 000OPYAOBAHHE.

JUis  NpOEeKTHUpyeMOH CEeTM MOXKHO C(OpPMYJIMPOBATh  CIEAYIOLIUE

TpeOOBAHMUSL:

- CKOpOCTh nojkiIroueHus ¢punrnanoB k Marepuer — 10 '6ut/c;

- CKOPOCTh MOJIKJIFOUEHHH B ceTsX (unuanos — 1 I'out/c;

- TpeOoBaHus K KIHEHTCKUM [IOBM — MakcumanbHasi MpOU3BOJUTENBHOCTD

Jutst paboThl Tpaduyeckux U BuieopenaktopoB noj ympaieHuem OC Windows



10; HM3Kast CTOMMOCTBD; OOJIbINAs JUATOHAIP MOHUTOPOB;

- TpeOOBaHMS K CepBEpaM - OMTUMaJIbHAs JIsl pabOThl THIIOBBIX CEPBEPHBIX
IPUIIOKEHUHN MPOU3BOAUTEIBLHOCTD; HU3KAsi CTOUMOCTB;

- TpeOOBaHHS K AaKTUBHOMY CETEBOMY OOOPYIOBAaHHUIO: HCIIOIb30BAThH
o0opymoBaHWE OT OJHOTO BEHAOPA; BBICOKAs  HAJEKHOCTb, BBICOKas
POU3BOIUTENBLHOCTD; TEXHUUECKAs MOAJIEPKKa; 00yUeHHe IepcoHasa.

Ucxonsa u3 tpeboBanuii, npennaraercs odopyaoBanue komnanuu Cisco, Kak
MOJTHOCTBIO  yNOBJETBOpsIONIee TpeOOBaHUSAM 3aKa3uyuka ¢ 00Jajaroriee
MIUPOKUMH BO3MOKHOCTSIMU IS JAIbHEHIIIETr0 pa3BUTHS M COBEPIICHCTBOBAHUS
CeTH, B T.4. U B Bolpocax odecrneueHus MHPOpMaIMOHHON 6€30MaCHOCTH.

CeteBoe o0opynoBanue

KommyTtarop Cumanutpon SWME-48GT-4XG

CeTeBoil KOMMYIATO Tp S -48GT-4XG - yCTpOMCTBO
MIPOMBIIIIEHHOTO égﬂﬁ -b%t o0ecrieunBaroIee
HINPGKOTION .- YQHUE OKOHSHH bRy CTPQMCT CK 0/100/1000
M68 n K@‘@p Heﬁim ZHMZZa CKOPOCTH
Gigabit Ethernet wiu 10 Gigabit Ethernet (10 GbE). .

10062F2 @ mail.ru

BbicokockopocTHasi MapuIpyT s1 Tpaduka

ObecrieunBaeT BBICOKOIPOU3BOIUTENBHYIO MapiipyTu3anuio Tpaduka IP.
[Iporpammuoe obecneuenne SMI mogaepxuBaer craruyeckyro, RIPvl u RIPv2
Mapuipytuzanuto, a EMI — emie u OSPF, IGRP, EIGRP, a Takxe mapmpyTuzaiuto
multicast Tpaduka (PIM, DVMRP, IGMP snooping)

Beicokast 6e30nmacHOCTH

ITonnepxxkka mportokona 802.1x, dyHkuoHnansHocTh Identity-Based
Networking Services (IBNS), ciucku nocryna st Tpaduka, KOMMYyTHPYEMOTO Ha
BTopoM ypoBHEe (VLAN ACL), Ha Tpethem u ueTBepToM ypoBHsX (Router ACL), a
takke Port-based ACLs (PACL) u Time-based ACL. [lns obGecnieueHus
0e30MacHOCTH TMPH aJAMUHUCTPUPOBAHUM TMOJACPKHUBAIOTCS MpoTokoiasl SSH u

SNMPv3, a taxoke nieHTpanuzoBannas ayrentudukanus Ha TACACS+ u RADIUS



cepBepax.

Bbicokasi 10CTYIIHOCTD

st 3alUThI OoT cboeB BHYTPEHHUX OJIOKOB MATAHUA
koMmyTatopbl Cumanutpon SWME-48GT-4XG noanepKuBaroT  pPE3EPBHYIO
cucremy nutaHusa, npotokoiasl 802.1D, 802.1s, 802.1w, (yHKIHMOHATBLHOCTH
UplinkFast, HSRP, UDLD, Aggressive UDLD, Switch port Auto-recovery.

IMoanep:xkka kauecTBa odcayxuBanus (QoS)

Knaccuduxkanus tpaduxa mo momsm DSCP umm 802.1p (CoS), ctanmapTHbIe
U pacuIMpeHHble CIUCKH JOCTyIa JJi BBIACICHUS 3aJaHHOTO TUMa Tpaduka,
WRED, ouepennocts Strict Priority, Shaped Round Robin. CymectByer
BO3MOKHOCTh OMNpPEACICHUSI MAaKCUMaJIbHOM TMOJIOCHI [JISl OINpPEIEICHHOI0 BHJIA

Tpaduka, a Takke BblJeIeHHs rapaHTupoBaHHOU nosockl CIR.

OT1ianyHas ynp q
Buenpennoe B HIQZMpn Ka YIPaBJIEHUS C ITIOMOIBIO
S e 0 ) Sbl“ 0 (5 6 2 2

Texmmecxne XapaKTepI/ICTI/IKI/I
- - P

KomnuectBo
MOPTOB
HNutepdetichr I x RJ-45 cereBoro ynpasnenus, 48 x X2 10
Gigabit Ethernet
YupasneHue Nurepdetic KOMaHHOU CTPOKH
(CLI), DHCP, VLAN, QoS, SNMP vl, 2, 3, RMON
[TonnepxrBaemble EEE 802.3, IEEE 802.3u, IEEE 802.3z, IEEE
CTaHJaPThI 802.1D, IEEE 802.1Q, IEEE 802.3ab, IEEE 802.1p,
IEEE 802.3x, IEEE 802.3ad (LACP), IEEE 802.1w,
IEEE 802.1x, IEEE 802.1s
BryTtpennss 128 I'6ut/cex
POy CKHAasI
COCOOHOCTD
O6Bem 128 M6
OIEPAaTUBHOW NAMSTH
O06Bem dbaem- 64 M6
aMsITH




biok nutanusa 2

Pa3zmepsl 445 x 44 x 460 mm

Bec 10,7 xr

BapuanThsl nporpaMMHoOro odecrnedeHunst

. Standard Multilayer Software Image (SMI). Bxitouaer
pacliupeHHy0 noaaepxkky QoS, CHHUCKM  JOCTyma, BO3MOXHOCTh
CTaTUYECKOW MapIIpyTHU3allud U MapIIPyTH3AIMK C TOMOIIbIO MPOTOKOIA
RIP.

. Enhanced Multilayer Software Image (EMI). Ilomumo
dbyukiuoHanbHOCTH ~ SMI  Takke — oOecrieyuBaeT  pacUIUPEHHYIO
(GYHKIIMOHATBHOCTh ~ KOPIIOPATUBHOTO  Kjlacca, BKJIIOYAas —amMapaTHYIo

MapHIpyTH3alldi0 OJHOaApecHoro (unicast) ' MHoroajapecHoro (multicast)
IP Tpaduxa, P CP
MesixkcereBoe obyqj;-je6 p @
ltex E aBJIAIOIINE
0068, zggpﬁn apaTj\ 06 ZHUC QBHHOHH}HL

H_II/IPOKI/II/I Kpyr 3aaa4d, CBA3aHHBIX C CETeBOM 3aHlI/ITOI/I H_II/I(prBaHI/ICM

OO FAEDMaT U

JIMHEHKE NpcacCTaBJICHbBI MOACH OPUCHTUPOBAHHBIC Ha INIPHUMCHCHHC B

CeTSX Pa3IUYHBIX MACIITa00B — OT CeTed MPENNpUsATUN pa3IMYyHOTO MaciuTada
110 CETEN ONEPATOPOB CBSI3H U 1aTA-LIEHTPOB.

KirroueBbIMH 2JIEMEHTAMM CEPUU SIBIISIIOTCSA CPEICTBA VISl IPOTPaMMHOMN U
anmnapaTHoi 0OpabOTKU JaHHBIX. 3a CUET ONTUMAIBHOTO pacrpeaesieHust GyHKINN
00pabOTKM JaHHBIX MEXIY 4YacTsIMH YCTPOWCTBAa JOCTUTAeTCSd MaKCHUMallbHas
IIPOU3BOJUTEIBLHOCTD.

HNurepdericol

. 8xEthernet 10/100/T000BASE-T (LAN/WAN)

. 8x10GBASE-R SFP+/1000BASE-X SFP (LAN/WAN)
. 1xConsole (RJ-45)

. 2xUSB 3.0



. 1 crot aiist SD-kapt
IHoakarouaembie MHTEP(eiichbl

. USB 3G/4G/LTE monem

. El TopGate SFP

CucremMHnble XapaKTEPUCTUKH

. KomnuectBo VPN-TyHHenei - 500
. Cratnueckue mapupytsl - 11000
. KonnuecTBo KOHKYpeHTHBIX ceccurt - 512000

. [Monnepxxkka VLAN - o 4k aktuBHbIX VLAN B COOTBETCTBUU C

. KonunuectBo mapuipytoB BGP - 5000000
. KomnuectBo BGP-coceneii - 1000

oL (el oler iy
8 (800)T00-62-72
100627 2@mail.ru

Kimnentel Remote Access VP

. PPTP/PPPoE/L2TP/OpenVPN/IPsec XAUTH
CepBep Remote Access VPN

. L2TP/PPTP/OpenVPN/IPsec XAUTH
Site-to-site VPN

. IPSec: pexumsr "policy-based" u "route-based"

. DMVPN

. Anroputmbel  mmgpoanus DES, 3DES, AES, Blowfish,
Camelia

. AytenTtudukanus coodmenuit IKE MDS5, SHA-1, SHA-2
TynHenupoBanue

. IPoGRE, EoOGRE



. IPIP
. L2TPv3
. LT (inter VRF routing)
@®yuknuun L2
. Kommyrarus nakeroB (bridging)
. Arperanus uarepdeiicos LAG/LACP (802.3ad)
R [Tognepxxkka VLAN (802.1Q)
. Jlormueckue uaTepQeiicot
. LLDP, LLDP MED
. VLAN na ocHoBe MAC
®ynkuuu L3 (IPv4/IPv6)
. Tpancmsmusa anpecoB NAT, Static NAT, ALG

G 01¥ | oW oo YN
8" (800.).100-62-72

. VRF
1006242 mail.ru
. BFD nns BGP, O WUYECKHUX MapIIPYTOB
BRAS (IPoE)1
. TepmuHanus noyb30BaTesen
. benbie/uepurie cnucku URL
. KBotupoBanue no oobéMy Tpaduka, MO BPEMEHH CECCHH, IO

CETEBBIM IPUIIOKEHHSIM
. HTTP/HTTPS Proxy
. HTTP/HTTPS Redirect
. AKKayHTHHT ceccuii o mpotokoiny Netflow
. B3anmoneiictBue ¢ cepsepamu AAA, PCRF
. VYnpasnenue monocoil mpomyckanus mo odgucam u  SSID,

CECCHSIM II0JIb30BaTeIeH



. AyTtenTtudukarus nonab3osatenein mo MAC- unu [P-agpecam

DYyHKIUU CETEBOM 3aLUTHI

. Cuctema oOOHapyXeHHS M MPEAOTBPALLCHUS BTOPKEHHI
(IPS/IDS)!
. BsaumopeiictBue ¢ Eltex Distribution Manager nist nosydeHus

JMIICH3UPYEMOT0 KOHTEHTA - HabOpbI TTpaBmiI, TipenocTaBisieMble Kaspersky
SafeStream 11
. Web-bunerparmuss mo URL, 1o comepxkumomy (cookies,

ActiveX, JavaScript)

. Zone-based Firewall
. Ounptpanus Ha 6a3ze L2/1.3/L4-noneit u o npuiIoKeHUsIM
. [Tonnepxkka cnuckoB KoHTpons goctyna (ACL) Ha 06ase

L2/L3/.L4 HOHC,D Y rhllQﬁ- ap meﬂleHHe 06 ataxax
Saq(‘@@ye . {j@ (T_ é ?pa67 25{ npagm

O 8-mu IMPUOPHUTCTHLIX UJIXM B3BCIIAHHBIX oqepez[eI/I Ha II0PT

10062 F2@meaitrtt = -

Precedence (tos))

. [IpenorBpamienue neperpysku ouepeaeit RED, GRED

. Hasnauenne npuopureros 1o nopram, no VLAN
. CpencTBa nepeMapKupOBaHUs IPUOPUTETOB

. [Ipumenenue nmonutuk (policy-map)

. YmpasneHue nojiocoi npomyckanus (shaping)

. Uepapxuueckuit QoS

. MapkurpoBka ceccuid

Yupasiaenne IP-aapecanueit (IPv4/IPv6)
. Cratunueckue [P-agpeca
. DHCP-knueHT
. DHCP Relay Option 82



. Bcerpoennsiii cepsep DHCP, noanepskka oniuii 43, 60, 61, 150
. DNS resolver

. [P unnumbered

CpencrBa o0ecriedyeHUsI HAIEKHOCTH CETH

. VRRP v2,v3

. Tracking na ocnoBanuu VRRP unu SLA Tecta

o

o

o

o

O

Yupasnenue napamerpamMmu VRRP

VYnpasnenue napamerpamu PBR

VYnpaieHue aAIMUHUCTPAaTUBHBIM CTaTyCOM HHTEpdeiica
AKTHUBalLUA U J€aKTUBALUS CTATUYECKOT0 MapuIpyTa

VYmpasnenue atpudyrom AS-PATH u preference B route-

map
. banggcupqBga Harpy3K Ha WAN-unTepdeiicax,
nepeHanpaBneﬂéng(&I)me €HHUE IIpU OLIEHKE KadecTBa
aH
87800)-100-62-72

MOHUTOPHUHT U yHIpaBJIeHHE

100627 2@maitrupr =

ONvl
. Berpoennsiii Zabbix agent
. AyTeHTudukanus 1m0 JOKaJIbHONM 0a3e  MOJb30BaTEINEH,

RADIUS, TACACS+, LDAP

. 3amura OT OMMOOK KOH(MUTYpUPOBAHUS, ABTOMATHYECKOE

BOCCTaHOBJICHHE KOoHpurypamuu. Bo3mMokHOCTh cOpoca KOH(pUTYypaIruu K

BaBOHCKthHaCTPOﬁKaM

. Wurepdetice ynpasnenus CLI

. ITonnepxka Syslog

. MOHHTOp HCIIOIBL30BAHUS CUCTEMHBIX PECYPCOB

. Ping, traceroute (IPv4/IPv6), BeiBOA MH(pOpMALUK O MaKeTax B

KOHCOJIHN



. Oo6nonenne [10O, 3arpy3ka W BbITpy3Ka KOH(HUTypamuu IO
TFTP, SCP, FTP, SFTP, HTTP(S)

. [Tonnepxka NTP

. Netflow v5/v9/v10 (skcnopt craructuku URL st HTTP, host
st HTTPS)

. JlokanpHOE yripaBieHUE 4Yepe3 KOHCONbHBIA mopT RS-232 (RJ-
45)

VY nanennoe ynpasienne, mpotokoisl Telnet, SSH (IPv4/IPvo6)

BriBog nHbopMaimu 1o cepBucam/mpoieccam

. JlokanbHOE/y1aIeHHOE COXpAaHEHHUE KOH(UTrypanuii
MapuIpyTH3aToOpa
MPLS

oS
8 (8@3 ) OB 272

. ITonnepxka L3VPN MP-BGP .

10002 FAM@maitry
MO3BOJISIIOT 00CTYKHUBATh TUCKHU (TIPOB C)KMMAaTh, Je(PparMEHTUPOBATh U TaK
Janee), BBIIOJNHATH omnepauuu c ¢aiinamu (apXMBHpOBaTh U T.1.), paboOTaTh B
KOMIIBIOTEPHBIX CETSAX U TaK Jajiee.

Ceiiuac mnpaktuuecku Bce OC mnoanepxuBaloT pabOTy C CEThI0O U
00ecreynBaOT BBIXOJ Kak B JIOKaIbHYIO CE€Th, K OOHIMM pecypcaMm pabouei
Ipynnbsl, Tak ¥ BO BCEMHUpHYIO TioOanbHyto ceTb Wutepuer. Kaxmas nz OC
TpeOyeT nis cBo€ll pPaldOThl ONPENENIEHHBIX PECYpCOB, TaKMX Kak 00beM
omepaTHUBHOW mMaMATH, OOBEM BUHYECTEpa, THUII IMpoleccopa U  €ro
IPOU3BOAUTEIBHOCTb.

Jl7ist TOro 4TO OBI OMPENEIUTHCS B KaueCTBE BHIOPAHHBIX CETEBBIX CEPBEPHBIX
pereHnii HeOOXOAUMO CPaBHUTH MPEACTABIICHHBIE aHAJIOTH OecruiaTHBIX Linux

CHCTEM, IIaTHBIX cucTeM cemercTBa Windows Server u Unix 1mogoOHBIX IIATHBIX



cucteM Solaris. CpaBHeHHE MPECTaBICHO B Ta0IHUIE 2

C TOYKHM 3peHHS MPOU3BOAUTEIIBHOCTH, 0€30MaCHOCTH U OPHEHTHPOBAHHOCTH
Ha TIOJb30Barels orepanuoHHas cuctema Windows Server 2016 sBisiercs
ONTUMAaJbHOM. 3aTpaThl Ha OMNEPAlMOHHYKD CHUCTEMY cocTaBiisitoT 48961p.
Knuentckoe mporpaMMHOe obOecrieueHre BKIIIOYAET B Ce0sl TPOrpaMMbl, KOTOPHIS
MO3BOJISIIOT ~ BBIUMCIUTENBHOM CHUCTEME paboTarh B COCTaBE JIOKAIbHOU
BBIYHMCIIUTEILHON CETH W BBITIOJHATH BBIYUCIICHHS M IIO3BOJIATH ITOJIH30BATEIIO

paboTaTh ¢ MPHUKIAIHBIMH IPOTPAMMaMHU, KOTOPBIE €My HEOOXOAUMBI JIJIsl paOOTHI.

Tabnuua 2 — CpaBHEHHE CETEBBIX CEPBEPHBIX OMEPAIMOHHBIX CUCTEM

Xapakre- Windows Debian FreeBSD 8.2 Solaris
PUCTUKH Server 2016
be3zonacHoCTh Bricokas Bricokas Bricokas Bricokas
Hcexonnslii 3aKpbITHIHA OTKpHBITHII OTKpBITHII 3aKpbITHINA
KOJ
Nurepdeiic ['pdbumecknii Hconb/I'padp | Koncons/I'pad
YECKUU WYECKUU
Snpo MHorosiiepHas HorosiiepHas | MHorosiiepHas
0 B JIb30 rOMNOJIb30B
aTeabCcKast aTeabCcKast aTeNnbCcKas

OTtkazoycToit Bricokas Bricokas Bricokas Bricokas
YUBOCTh
[Tons30Baren Pa3nenenne Pasnenenue Pasnenenue Pasnenenue
U JocTyna JocTyna JocTyna JocTyna
CepBepHble B Buze OtnenbHbIC OtnenbHbIC OtnenbHbIC
posn OTZEJIBHBIX CILyKObI U CILy OBl U CIIy OBl U
CIyXK0 OCHACTKH OCHACTKH OCHACTKH
Anmapatnas | Muoromiatdop | Muoromiatdop | Muoromiardop | Muorominatdop
mwiatgopma MEHHasi MEHHasi MEHHasl MEHHasI
Llena, pyOmeit 48961 CBoboanas CsoboanHas 54889

CpaBHEHHE OTIEPAIIMOHHBIX CHCTEM MPECTaBICHO B Ta0IuIE 3.

I/ICXOII}I H3 BBI60pa nojb3oBaTesibckoro I1O nHamboiiee onTUMaIbHBIM U

pacrnpoCTpaHEHHBIM MPOrpaMMHBIM  00€CTICUCHUEM ONEPAIIMOHHON CHUCTEMBI

apiisiercs Windows 10.



[Tonp3oBaTeabCKOE IIpOrpaMMHOC obecrieueHue JIIs BBIITOJIHCHU L

HOBCGHHGBHOﬁ pa6OTBI N aBTOMATU3alWH YIIPABJICHYCCKUX 3aJlad COCTOUT M3

ciryxe0Horo 10 1 nonap30BaTenbCKOro.

Ta6Jm11a 3 CpaBHCHI/IG KIIMCHTCKHUX OIICPAIMOHHBIX CUCTCM

Kpurepnii OnepannoHHas cucrema
Windows 10 Linux
besonacHocTh | *Yiyumiaetr 6€30MacHOCTh *Linux Oosiee 6e3onacHas
C IIOMOIIBIO JIONOJHUTENILHBIX | cHcTEMa, yeM Windows.
porpamm, HO ocraercs | Hanpumep, Ubuntu, mno -
TJIaBHOU (13 JUIS | YMOJTYAHUIO, JaXe HE CO3JaeT
BPEIOHOCHBIX MTPOTPamMM. aIMUHUCTPATOPCKUNA  aKKAyHT,
*BcrpoeHHblit firewall U | KOTOpBII ABJISIETCSA
aHTUBUPYC HEMIPEMEHHOW  Teibl0 1A
BPEJOHOCHBIX MPOTPaMM.
‘B cepmue Unix — Oomee
CTporas CHCT€Ma, YTO BEIET K
CHBHIeMy KOJIMYECTBY MABIP B
OL-I H O p §30MaCHOCTH IO CPaBHEHHUIO C
apXI/ITeKTypOI/I Windows.
Nngepdeit HHBI e u KDE
l@ q; Tepg@eiicel Mac
MEHTOB Y 1nd S BETCTBEHHO.
YIPABJICHHUS. 'BCTpOGHHaH BO3MOXHOCTb

1

THI 11 HCCKOJIBKHUX
HI)I I-II/IX CTOJIOB.

‘BOSMO)KHOCTI) BKJIFOUCHUS
rpaduIeCcKoro YCKOpEHHUSI
IPUCYTCTBYET

Harpyska Ha

*Tpebyer OoJible ONEpaTUBHON

*OTinyHO paboTaeT nmaxe Ha

CUCTEMY MaMSITH ¥ MECTa Ha JUCKE, HO OYCHBb CTapBIX KOMITBIOTEPAX W3-
paboTtaet HE MEJIJICHHEE | 32 HE3HAYUTENIbHBIX CHUCTEMHBIX
Windows 7 Ha OIWHAKOBOM | TpeOOBaHUIA.
KOMITBIOTEPE. I[Tomnepxka HOBOT'O
*BEICOKHE CHCTEMHBIE o0opyaoBaHUS 3a4aCTyO0
TpeOOBaHUS. OTCTaeT, MOTOMY 9TO
MIPOU3BOIUTEIIN amnmapaTHBIX
CpPEACTB B IEPBYHO oOuYepe.lb
opuentupyrTcs Ha Windows u
Mac OS.
Ilena 11349 becnmatHo

Red Hat - 3585




K cnyxeOHOMY mporpaMMHOMY O0O€CIIEYEHUIO0 OTHOCSTCS:

Squid — mpoxkcu-cepsep;

Dovecot — arent noctaBku noutsl (MDA);

Postfix — arenT nepegaun noutsl (MTA);

OpenVPN - CBobojiHas peanu3anus TEXHOJOTMH BUPTYaJbHON YaCTHOM CETH
(VPN);

Active Directory;

DNS-cepBep — MNpuIOKEHUE, NpEeIHAa3HAYeHHOE JIsi OTBeTOB Ha DNS-
3ampocCkl M0 OOPAIICHHUIO K XOCTaM;

DHCP-cepsep;

SMB-cepgep.

K CHeIUATBHOMY IPOrPaMMHOMY o0ecITeueHHUIo OTHOCST
ABTOMATH3MPOBAHHbBIC SCNEICTBA:
orieparioHHas QSJHQ a@@'\’ indows 10.
aKeT MM Miicr ;
Tnégl@ﬁ;\moﬁog zﬁzoz&ecurity;

uHTepHeT-0pay3ep Mozilla Firefox.

062 72@mail.ru

Microsoft SQL Server Experess.

s obecrieueHnss OE30MAaCHOCTH HEOOXOIMMO HCIMOJIB30BaTh OTACIbHEIC
anmapaTHbIe CPEICTBA 3aAIUTHI, WIH CIICIHAIIBHOE TPOTPAMMHOE 00CCTIICUCHHE.

CyliecTBYIOT CHENHAIU3UPOBAHHBIE MPOTPAMMHBIE CPEICTBA, KOTOPBIM
TIOMOTAIOT MPEAOTBPATUTH MPOHUKHOBEHUS, YTCUKH, H3MEHEHHUS U B3JIOM.

Firewalls - 6pannmayspsl (mocinoBHo firewall — orHeHHas cteHa). Mexmy
JIOKANbHOW M TJ00aJbHOM CEeTSMU CO3/Ial0TCs CHElUalIbHBIE MPOMEKYTOUHBIC
cepBepa, KOTOpPhIE MHCICKTUPYIOT U (UIBTPYIOT BECh MPOXOJSIINNA Yepe3 HHUX
TpaduK CEeTeBOro/TPaHCIIOPTHOTO YPOBHEM.

NAT («mpeoOpa3zoBaHHe CETEBBIX aJPECOB») — ATO MEXaHU3M B CETAX
TCP/IP, no3Bostonuii mpeodpazoBbiBaTh [P-anpeca Tpan3uTHbIX makeToB. Takxke

uMmeer HazBanus [P Masquerading, Network Masquerading u Native Address



Translation. Koryma Bech ucxoasimuii U3 JOKaIbHON CeTH TpadUK IMOCHIIACTCS OT
UMEHH CEepBEpa, CKPhIBas TEM CaMbIM BHYTPEHHIOI CTPYKTYpPY JOKaJIbHOW CETH
[7].

AntuBupycHoe I[IO — mporpamma s 0OHapyKeHHS BPEIOHOCHBIX
KOMITBIOTEPHBIX TPOTrpaMM, VYAaJ€HUST KX W BOCCTAHOBJICHUS 3apa’kKeHHBIX
(MOau(UIIMPOBAHHBIX) TAaKUMHU mporpamMmMamMu  ¢aiiaoB, a TakkKe It
npoPUIIaKTUKA — TpeIOTBpalleHus] 3apakeHuss (Moaudukauuu) G(aiaoB WU
OTEPaIMOHHON CUCTEMBI BPEIOHOCHBIM KOJIOM [4].

B nporpaMMHYI0 apXWUTEKTYpy JIOKAJIbHON BBIYMCIMTEIBHON CETH BXOMIST
oTiepaIMOHHbIE CUCTEMbI U BCE MPOTpaMMHOE 00eCTIeueHHE, KOTOPOE YCTAHOBJICHO
Ha KOMIThIOTEPAX, BXOISIIMX B TEXHUYECKYIO apxXUTeKTypy. CepBepa paboTaroT
noj ynpasieHueM Windows Server 2016, a paGodue CTaHIIMM O/ YIPaBICHUEM

Windows 10.

Takum 06pa300uLe;LH Qail/pp U JOCTUTHYTBL. B pamkax
cie men TR €1, pacIygcag THYCGHQS OT
Eg p€ 0)«(3H1ﬂC g‘. o)} a’GbTZLIZemeHH;I o

IMPOCKTUPOBAHUIO KOpHO:;aTHBHOﬁ CCTHU C IMOAKIIOYCHHUCM YIaJICHHBIX (bI/IJ'IHaJ'IOB

oFeEprmall.ru

[IporpamMmmuas moacucrema TaBlsieT CcOOOM  MPUKIAHOE W

J

1aTOpMEHHOE MPOTrpaMMHOE OOECcreueHHue, a TaKKe OINEpalMOHHBIE CHCTEMbI
pabouyux CTaHUMU M CEpBEPOB KOMMAHUMU. AMNMapaTHas MOJCUCTEMA BKIIIOYAET B
ce0s ammapaTHbIE CpelICcTBa KOPHMOpPAaTUBHOW ceTH. HeobXxoaumo OTMETHUTh, YTO
KOpHOpaTUBHAs CETh KOMIAHUM Oa3upyeTcs Ha MHOTOYPOBHEBOW apXHUTEKTYpE,
VICTIOJIb3YS IPUHIUIIBI HEPAPXUYHOCTH U MOJTYJIbHOCTH.

[IpuBenénnpie  pemieHHsl,  TEXHOJIOTMM  IIOCTPOCHUS  JIOKAJIBHOMU
BBIYMCIIUTEIBHON CETH, & TaK)K€ BbIOpAaHHBIE allapaTHbIE CPEJICTBA pealu3aluu
CETH TMO3BOJUIHN CIIPOCKTUPOBATh WH(OOKOMMYHUKAIIMOHHYIO CETh, KOTOpasi Oy 1eT
OTBEYATh BCEM MOCTABJICHHBIM TPEOOBAHUSAM MO HAAEKHOCTH, MO 3aUIUIIEHHOCTH,
0 MaclTaOMPyEeMOCTH W IO KOMIUIEKCHOCTH. OCHOBHBIMM IUIIOCAMH CpEIU

IMOJIYUYCHHBIX PE3YJILTATOB SABJIAIOTCA BO3MOXHOCTDb JJIsA I[aJ'II)HGI‘/'IHIGFO



pacCUIMPEHHs] CETM M IOJIy4eHHas BBICOKAs IPOU3BOAMTEIBHOCTh, YTO OYEHb
BAXHO Mnpu  OBICTpOpACTYIIMX  TpeOOBaHUSX Yy  IOJb30BaTeled U
yBEJIUYUBAIOLINXCA 00bEMaX MepeaaBaeMoi HHPOpMaIUH.

B nannoii pabote ObL1 MpoBEAEH aHATN3 000PYAOBAHMS, U3 KOTOPOTO ObLIN
BbIOpaHbl KOHKPETHbIE MOJIEIM C HauOoJee ONTUMAJIbHBIMU MapamMeTpamu s
00O IIK “BeHTKOMIUIEKC” «MOAXOASAIIMMHE JIJIsi HACTOSIIEH pa3paboTKy.

Brengpenue nokaneHoi cetn B yupexaeHun OOO IIK “Bentkomruiekc”
IIO3BOJINT:

- YMEHBIIUTH CPOKHA JIOCTaBKH I HHPOpMAllUh, B TOM YHCIE
pacIoOpsKEHNN, IPUKA30B, IOPYYECHUH U T.1.;

- COKpaTUTh BpEMsl Ha IOMCKM JOKYMEHTOB M HUX MPOXOXKIAEHUS II0

CTPYKTYPHBIM ITOPA3ACIICHUSIM;
- HUCKIIIOYUTH epIo TOKYME U yMEHBIIICHUE KOJIMYECTBA
omuOOK mpH padoTe ﬁgﬁlx\mﬂbm omo obbema;
COK aAyICIIONIEE TABHBIX Sy HII;
8 r{:g’ﬁ ;«OCTﬂ -[)6(2 %27 CZ MOJIHOTBI
IIPEIOCTaBICHHON MH(POPMAIIHH;

1 @‘@6’2’7“’2@ oo -

YIIPaBISIEMOCTh Ha MPEANPUSITUH;

- pa3aenuTh I0CTYI K JOKYMEHTAM, OIIUPAsiCh HA OCHOBY OPTaHU3allMOHHOM
CTPYKTYPBI YUPEKICHHUS;

- IPCAOCTABHUTDH GIIHHblﬁ ITOUCK I10 XpaHUJINITY JOKYMCHTOB.

«__» 202 T

IMOIIHCH ®UO obyuarorierocs



3. OcHOBHBIE Pe3yabTAThI BHINIOJHECHHSA 32JaHUS HA Y4eOHYI0 NIPAKTHKY

B stoMm paszene oOyyaromuiicss ONMChIBaeT pPe3ybTaThl aHAIHM3a (aHAJTUTUYECKON YacTu
paboT) M pe3yabTaThl peIICHHs 3a/1a9 M0 KaXXIOMY U3 ITYHKTOB 3aJIlaHHsI HA YIEOHYIO MTPAKTHKY .

Texct B Tabnuie Habupaercs mpugprtom Times New Roman, pazmep 12, opopmienue —
00BIYHOE, MEKCTPOYHBII HHTEPBAI — OJMHAPHBIA, OTCTYII TIEPBOM CTPOKH ab3aria — HeT.

Ne Pe3yabTarhl BbINOJIHEHHUS 3aJaHUS N0 NPAKTUHKeE
n/n

1 | U3yudeHbl ocHOBHbIE TpeOOBaHUS K MH(DOpMaTU3AINH
Wzyuensl ocobenHoctn MKT-npoaykToB H  TEXHONOTWH, NPUMEHHMBIX  JUIS
nH(popMaTU3alnY, HailTH HanboJjee yaauHble, [0 BallleMy MHEHHUIO, TOTOBBIE PEILIEHUS.

2 | Ommcanbsl TpeOOBaHHWS TOTPEOUTENsT K pa3pabareiBaeMoMy HWHOOPMAITMOHHOMY
NpOAYKTY (caifT / 6a3a JaHHBIX / MOLyJTb HH(POPMAITHOHHOW CHCTEMBI)
OdopmiteHO TEXHUYECKOE 3aJaHHe Ha CO3aHUE HITH TOPAOOTKY TOTOBOTO PEIICHHS.

3 | OnucaHbl CcpeAacTBa pealu3alldyd MPOrpPaMMHOIO TMPOJIYKTa, BBIOpAHHBIE CpEJCTBA
JIOJDKHBI COOTBETCTBOBATH COBPEMEHHOMY COCTOSIHUIO TEXHOJIOTHI pa3paboTKH.

Omnucanpl MpoLecC MHCTALISALIMM HEOOXOAUMBIX IPOrPAaMMHBIX CPEICTB  JUis
BHE/IPCHUS TUTAHUPYEMOTO TIPOTPaMMHOT0 TIPOIYKTa Ha MPEATPUSITAN/TIOPA3ICIICHUH.

4 |llpuBenmeHn TuTaH 3aTpaT HAa CO3JaHUE npo KTa, pealu3aluil0 U BHEJIPEHHE

IIPOrPaMMHOTIO @ tad:H a KJIa g AbHYIO YacTh 3apa0OTHON IIATHI
CHEIHAJIMCTOB, MPuBfcKaaMBIX K Caafaml i

OJlyKTa

HBIX CHCTEM,




4. 3axiovenune pykopoaures ot Uucruryra

PyxoBoautens or MHCTUTYTa JaeT OLEHKY paboTe 00ydarolerocss UCXoJs M3 aHalu3a
oT4YeTa O MPOXOXKJACHUH YIeOHON NPaKTUKH, BbIcTaBisisa 6awt ot 0 mo 20 (rme 20 yka3piBaeT Ha
MIOJTHOE COOTBETCTBHE KpHUTepHio, 0 — IMOJHOE HECOOTBETCTBME) MO KaXIOMYy KpuTepHio. B
cllydae BBICTaBJICHHUs OaJijia HUXKE TSITH, PYKOBOJMTEIIO0 PEKOMEHIyeTCs C/IeJIaTh KOMMEHTAapUH.

Ne Kpurepun baun Kommentapun

n/n (0...20) (mpu HEOOXOAMMOCTH)

1 | Ilonumanue uenu u 3a1ay 3aJaHus Ha

y4eOHYIO MPAKTHKY.
2 | IlonmHOTa M KaY€CTBO UHAMBUAYAIBHOTO
IJIaHA U OTYETHBIX MATEPHAJIOB.
3 | Bnagenue npodeccuoHanbHOM
TEPMUHOJIOTHUEN IIPU COCTABIECHUHU OTUETA.
4 | CootBercTBUE TpeOOBaHUAM O(OpPMICHUS
OTYETHBIX JIOKYMEHTOB.
5 | Ucnonp30BaHWE HCTOYHUKOB
nH(popMaluu, T0KyMEHTOB,
OnOJIMOTEYHOr0 POHIA.

HUTorosnlii 0aJ11:

Ocob6oe MHeHHE [@BH @lC.Tp €00X0AMMOCTH):

OydJaromuucs 1Mo UTOTaM Y4YeOHOM TOTUYECKON (ITPOEKTHO-TEXHOJIOTHYECKOM ))
MIPAKTUKHU 3aCTY)KUBAET OLICHKY « ».
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PykoBogurens ot MHCTHTYTA

(HOI[HI/ICL) N.0. damunus



